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41.4  FIELD 2.007: CASE NUMBER (CNO)

This is a number assigned by the local dactyloscopic bureau to a collection of latents found
at a scene-of-crime. The following format is adopted: ~ CC/number
where CC is the Interpol Country Code, two alpha-numeric characters in length, and the

number complies with the appropriate local guidelines and may be up to 32 alpha-numeric

characters long.

This field allows the system to identify latents associated with a particular crime.

4.1.5  Fi1ELD 2.008: SEQUENCE NUMBER (SQN)

This specifies each sequence of latents within a case. It can be up to four numeric
characters long. A sequence is a latent or series of latents which are grouped together for

the purposes of filing and/or searching. This definition implies that even single latents will

still have to be assigned a sequence number.

This ficld together with MID (Field 2.009) may be included to identify a particular latent

within a sequence.

4.1.6  FIELD 2.009: LATENT IDENTIFIER (MID)

This specifies the individual latent within a sequence. The value is a single letter, with 'A’
assigned to the first latent, 'B' to the second, and so on up to a limit of 'J'. This field is used

analog to the latent sequence number discussed in the description for SQN (Field 2.008).

4.1.7 FIELD 2.010: CRIMINAL REFERENCE NUMBER (CRN)

This is a unique reference number assigned by a national agency to an individual who is
charged for the first time with committing an offence. Within one country no individual
ever has more than one CRN, or shares it with any other individual. However, the same
individual may have Criminal Reference Numbers in several countries, which will be

distinguishable by means of the country code.

The following format is adopted for CRN field: CC/number
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where CC is the Country Code, defined in ISO 3166, two alpha-numeric characters in
length, and the number complies with the appropriate national guidelines of the issuing

agency, and may be up to 32 alpha-numeric characters long.

For transactions linked to the Treaty this field will be used for the national criminal
reference number of the originating agency which is linked to the images in Type-4 or

Type-15 Records.

4.1.8 FIELD 2.012: MISCELLANEOUS IBENTIFICATION NUMBER (MN1)

This fields contains the CRN (field 2.010) transmitted by an CPS or PMS transaction

without the leading country code.

4.1.9 FIELD 2.013: MISCELLANEOUS IDENTIFICATION NUMBER (MN2)

This fields contains the CNO (field 2.007) transmitted by an MPS or MMS transaction

without the leading country code.

4.1.10 Fi1ELD 2.014: MISCELLANEOUS IDENTIFICATION NUMBER (MN3)

This fields contains the SQN (field 2.008) transmitted by an MPS or MMS transaction.

4.1.11 FIELD 2.015: MISCELLANEOUS IDENTIFICATION NUMBER (MN4)

This fields contains the MID (field 2.009) transmitted by an MPS or MMS.

4.1.12  FIELD 2.063: ADDITIONAL INFORMATION (INF)

This optional field, consisting of up to 32 alpha-numeric characters, may give additional

information about the request.

4.1.13  FIELD 2.064: RESPONDENTS LisT (RLS)

This field contains at least two subfields. The first subfield describes the type of search that
has been carried out, using the three-letter mnemonics which specify the transaction type in
TOT (Field 1.004). The second subfield contains a single character. An “I” shall be used to
indicate that a HIT has been found and an “N” shall be used to indicate that no matching
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cases have been found (NOHIT). The third subfield contains the sequence identifier for the
candidate resuit and the total number of candidates separated by a slash. Multiple messages
will be returned if multiple candidates exist.

In case of a possible HIT the fourth subfield shall contain the score up to six digits long. If
the HIT has been verified the value ¢ f this subfield is defined as "999999".

Example: "CPS{RS}I{RS}001/001 {RS}999999{GS}"

If the remote AFIS does not assign scores, then a score of zero should be used at the

appropriate point.

4.1.14 FIELD 2.074: STATUS/ERROR MESSAGE FIELD (ERM)

This field contains error messages resulting from transactions, which will be sent back to

the requester as part of an Error Transaction.

. Numeric
5 Meaning (5-128)
Code (1-3)
003 ERROR: UNAUTHORISED ACCESS
101 MANDATORY FIELD MISE:NG
102 INVALID RECORD TYPE
103 UNDEFINED FIELD
104 EXCEED THE MAXIMUM OCCURRENCE
105 INVALID NUMBER OF SUBFIELDS
106 FIELD LENGTH TOO SHORT
107 FIELD LENGTH TOO LONG
108 FIELD IS NOT A NUMBER AS EXPECTED
109 FIELD NUMBER VALUE TOO SMALL
110 FIELD NUMBER YALUE TOO BIG
111 INVALID CHARACTER
112 INVALID DATE

R S

i
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115 INVALID ITEM VALUE
116 INVALID TYPE OF TRANSACTION
i17 INVALID RECORD DATA
201 ERROR: INVALID TCN
501 ERROR: iNSUFFICIENT FINGERPRINT QUALITY
502 ERROR: MISSING FINGERPRINTS
503 ERROR: FINGERPRINT SEQUENCE CHECK FAILED
ERROR: ANY OTHER ERROR. FOR FURTHER DETAILS CALL DESTINATION
i AGENCY.

Error messages in the range between 100 and 199:

These error messages are related to the validation of the ANSI/NIST records and defined
as:
<error_code 1>: IDC <idc_number 1> FIELD <field id 1> <dynamic text 1> LF
<error_code 2>: IDC <idc_number 2> FIELD <field _id 2> <dynamic text 2>. ..
where

- error_code is a code uniquely related to a specific reason (see table)

- field_id is the ANSINIST field number of the incorrect field (e.g. 1.001, 2.00i, ...)

in the format <record_type>.<field id>.<sub field id>
- dynamic text is a more detailed dynamic description of the error
- LF is a Line Feed separating errors if more then one error is encountered

- for type-1 record the ICD is defined as "-1"
Example:
201: IDC -1 FIELD 1.009 WRONG CONTROL CHARACTER {LF} 115: IDC 0 FIELD

2.003 INVALID SYSTEM INFORMATION

This field is mandatory for error transactions.
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4.1.15 Fi1ELD 2.320: EXPECTED NUMBER OF CANDIDATES (ENC)

This field contains the maximum number of candidates for verification expected by the
requesting agency. The value of ENC must not exceed the values defined in Annex B.2 of
this Implementing Agreement.

5. TyPE-4 LOGICAL RECORD;: HIGH RESOLUTION GRAY-SCALE IMAGE

It should be noted that Type-4 recceds are binary rather than ASCII in nature. Therefore
each field is assigned a specific position within the record, which implies that all fields are

mandatory.

The standard allows both image size and resolution to be specified witii:n the record. It
requires Type-4 Logical Records to contain dactyloscopic image data that are being
transmitted at a nominal pixei density of 500 to 520 pixels per inch. The preferred rate for
new designs is at a pixel density of 500 pixels per inch or 19.68 pixels per mm. 500 pixels
per inch is the density specified by the INT-I, except that similar systems may
communicate with each other at a non-preferred rate, within the limits of 500 to 520 pixels

per inch.

S.1 FIELDS FOR TYPE-4 LOGICAL RECORD

5.1.1 FIELD 4.001: LOGICAL RECORD LENGTH (LEN)

This four-byte ficld contains the length of this Type-4 record, and specifies the total

number of bytes including every byte of every field contained in the record.

5.1.2 FIELD 4.002: IMAGE DESIGNATION CHARACTER (IDC)

This is the one-byte binary representation of the IDC number given in the header file.

513 F1ELD 4.003: IMPRESSION TYPE (IMP)

The impression type is a single-byte field occupying the sixth byte of the record.
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Table 3 : Finger Impression Type

0 Live-scan of plain fingerprint

1 Live-scan of rolled fingerprint
2 Non-live scan impression of plain fingerprint captured from paper
3 Non-live scan impression of rolled fingerprint captured from paper

4 Latent impression captured directly
5 Latent tracing

6 Latent photo

7 Latent hift

8 Swipe

9 Unknown

5.1.4 Frenn 4.004: Fincer Posirion (FGP)

This fixed-length field of 6 bytes occupies the seventh through twelfth byte positions of a
Type-4 record. It contains possible finger positions beginning in the left most byte (byte 7
of the record). The known or most probable finger position is taken from the following
table. Up to five additional fingers may be referenced by entering the alternate finger
positions in the remaining five bytes using the same format. If fewer than five finger
position references are to be used the unused bytes are {illed with binary 255. To reference

all finger positions code 0, for unknown, is used.

Table 4: Finger position code and maximum size

Lo LB e Width Length
~ Fingerposition | Fingercode | ol S
. . (om) | (mm)
Unknown 0 T 400 400
Right thumb 1 45.0 40.0
Right index finger 2 40.0 40.0
Right middle finger 3 40.0 40.0




3
3
3
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Right ring finger 4 40.0 40.0
Right little finger 5 33.0 40.0
Left thumb 6 45.0 40.0
Left index finger 7 40.0 40.0
Left middle finger 8 40.0 40.0
Left ring finger 9 40.0 40.0
Left little finger 10 33.0 40.0
Plain right thumb 11 30.0 55.0
Plain left thumb 12 30.0 55.0
Plain right four fingers 13 70.0 65.0
Plain left four fingers 14 70.0 65.0

For scene of crime latents only the codes 0 to 10 should be used.

5.1.5 FIELD 4.005: IMAGE SCANNING RESOLUTION (ISR)

This one-byte field occupies the 13th byte of a Type-4 record. If it contains “0” then the
image has been sampled at the preferred scanning rate of 19.68 pixels/mm (500 pixels per

6‘1”

inch). If it contains then the image has been sampled at an alternative scanning rate as

specified in the Type-! record.

5.1.6 FIELD 4.006: HORIZONTAL LINE LENGTH (HLL)

This field is positioned at bytes 14 and 15 within the Type-4 record. It specifies the number

of pixels contained in each scan line. The first byte will be the most significant.

5.1.7 FIELD 4.007: VERTICAL LINE LENGTH (VLL)

This field records in bytes 16 and 17 the number of scan lines present in the image. The

first byte is the most significant.
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5.1.8 FIELD 4.008: GRAY-SCALE COMPRESSION ALGORITHM (GCA)

This one-byte field specifies the gray-scale compression algorithm used to encode the
image data. A binary zero indicates that no compression algorithm has been used. In this
case pixels are recorded in left to right, top to bottom fashion. The FBI will maintain a
registry relating non-zero numbers to compression algorithms. This Implementation based

on the INT-I will use the same allocation of numbers.

5.1.9 Fi1ELD 4.009: THE IMAGE

This field contains a byte stream representing the image. lts structure will obviously

depend on the compression algorithm used.
6. TvyPE-9 LOGICAL RECORD: MINUTIA RLCORD

Type-9 records shall contain ASCI text describing minutize and related information
encoded from a latent. For latent search transaction, there no limit for these Type-9 records

in a file, each of which shall be for a different view or latent.

6.1 MINUTIAZ EXTRACTION

6.1.1 MINUTIA TYPE IDENTIFICATION

This standard defines three identifier numbers that are used to describe the minutia type.
These are listed in Table 4.1. A ridge ending shall be designated Type 1. A bifurcation
shall be designated Type 2. If a minutia cannot be clearly categorized as one of the above

two types, it shall be designated as “other”, Type 0.

Table 5: Minutia types

Type Description
0 Other
1 Ridge ending
2 Bifurcation

ka2
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6.1.2 MINUTIA PLACEMENT AND TYPE

For templates to be compliant with Section 5 of the ANSI INCITS 378-2004 standard, the
following method, which enhances the current INCITS 378-2004 standard, shall be used

for determining placement (location and angular direction) of individual minutiae.

The position or location of a minutia representing a ridge ending shall be the point of
forking of the medial skeleton of the valley area immediately in front of the ridge ending.
If the three legs of the valley area were thinned down to a single-pixel-wide skeleton, the
point of the intersection is the location of the minutia. Similarly, the location of the minutia
for a bifurcation shall be the point of forking of the medial skeleton of the ridge. If the
three legs of the ridge were each thinned down to a single-pixel-wide skeleton, the point

where the three legs intersect is the location of the minutia.

After all ridge endings have been converted to bifurcations, all of the minutiae of the
dactyloscopic image are represented as bifurcations. The X and Y pixel coordinates of the
intersection of the three legs of each minutia can be directly formatted. Determination of
the minutia direction can be extracted from each skeleton bifurcation. The three legs of
every skeleton bifurcation must be examined and the endpoiant of each leg determined.
Figure 6.1.2 illustrates the three methods used for determining the end of a leg that is based

on a scanning resolution of 500 ppi.

The ending is established according to the event that occurs first. The pixel count is based

on a scan resolution of 500 ppi. Different scan resolutions would imply different pixel

counts.

e A distance of .064" (the 32™ pixel)

e The end of skeleton leg that occurs between a distance of .02" and .064" (the 10™
through the 32" pixels); shorter legs are not used

* A second bifurcation is encountered within a distance of .064" (before the 32™ pixel)
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Figure 6.1.2
32 pixels

32 pixels

The angle of the minutiae is determined by constructing three virtual rays originating at the
bifurcation point and extending to the end of each leg. The smallest of the three angles

formed by the rays is bisected to indicate the minutiae direction.

6.1.3 COORDINATE SYSTEM

The coordinate system used to express the minutiac of a fingerprint shall be a Cariesian
coordinate system. Minutiae locations shall be represented by their x and y coordinates.
The origin of the coordinate system shall be the upper left corner of the original image with
x increasing to the right and y increasing downward. Both x and y coordinates of a
minutiae shall be represented in pixel units from the origin. It should be noted that the
location of the origin and units of measure is not in agreement with the convention used in

the definitions of the Type 9 in the ANSINIST-ITL 1-2000.

6.1.4 MINUTLA DIRECTION

Angles are expressed in standard mathematical format, with zero degrees to the right and
angles increasing in the counter clockwise direction. Recorded angies are in the direction
pointing back along the ridge for a ridge ending and toward the centre of the valley for a
bifurcation. This convention is 180 degrees opposite of the angle convention described in

the definitions of the Type 9 in the ANSI/NIST-ITL 1-2000.

rea——
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6.2 F1ELDS FOR TYPE-9 LOGICAL RECORD INCITS-378 FORMAT

All fields of the Type-9 records shall be recorded as ASCII text. No binary fields are
permissible in this tagged-field record.

6.2.1 FIELD 9.001: LOGICAL RECORD LENGTH (LEN)

This mandatory ASCII field shall contain the length of the logical record specifying the

total number of bytes, including every character of every field contained in the record.

6.2.2 FIELD 9.002: IMAGE DESIGNATION CHARACTER (IDC)

This mandatory two-byte field shall be used for the identification and location of the
minutiz data. The IDC contained in this field shall match the IDC found in the file content

field of the Type-1 record.

6.2.3 FIELD 9.003: IMPRESSION TYPE (IMP)

This mandatory one-byte field shall describe the manner by which the dactyloscopic image
information was obtained. The ASCII value of the proper code as selected from Table 3.1

shall be entered in this field to signify the impression type.

6.24 FIELD 9.004: MINUTIE FORMAT (FMT)

This field shall contain a "U" to indicate that the minutiae are formatted in M1-378 terms.
Even though information may be encoded in accordance with the M1-378 standard, all data
fields of the Type-9 record must remain as ASCII text fields.

6.2.5 FI1ELD 9.126: CBEFF INFORMATION

This field shall contain three information items. The first information item shall contain the
value "27" (0x1B). This is the identification of the CBEFF Format Owner assigned by the
International Biometric Industry Association (IBIA) to INCITS Technical Committee M1.
The <US> character shall delimit this item from the CBEFF Format Type that is assigned a
value of "513" (0x0201) to indicate that this record contains only location and angular
direction data without any Extended Data Block information. The <US> character shall
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delimit this item from the CBEFF Product Identifier (PID) that identifies the "owner" of
the encoding equipment. The vendor establishes this value. It can be obtained from the
IBIA website (www.ibia.org) if it is posted.

6.2.6 FIELD 9.127: CAPTURE EQUIPMENT IDENTIFICATION

This field shall contain two information items separated by the <US> character. The first
shall contain "APPF" if the equipment used originally to acquirc the image was certified to
comply with Appendix F (IAFIS Image Quality Specification, January 29, 1999) of CJIS-
RS-0010, the Federal Bureau of Investigation's Electronic Fingerprint Transmission
Specification. If the equipment did not comply it will contain the value of "NONE". The
second information item shall contain the Capture Equipment ID which is a vendor-
assigned product number of the capture equipment. A value of "0" indicates that the

capture equipment ID is unreported.

6.2.7 FIELD 9.128: HORIZONTAL LINE LENGTH (HLL)

This mandatory ASCII field shall contain the number of pixels contained on a single
horizontal line of the transmitted image. The maximum horizontal size is limited to 65,534

pixels.

6.2.8 FIELD 9.129: VERTICAL LINE LENGTH (VLL)

This mandatory ASCII field shall contain the number of horizontal lines contained in the

transmitted image. The maximum vertical size is limited to 65,534 pixels.

6.2.9 FIELD 9.130: SCALE UNITS (SLC)

This mandatory ASCII field shall specify the units used to describe the image sampling
frequency (pixel density). A "1" in this field indicates pixels per inch, or a "2" indicates
pixels per centimetre. A "0" in this field indicates no scale is given. For this case, the

quotient of HPS/VPS gives the pixel aspect ratio.
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6.2.10 FiELD 9.131: HORIZONTAL PIXEL SCALE (HPS)

This mandatory ASCII field shall specify the integer pixel density used in the horizontal
direction providing the SLC contains a "1" or a "2". Otherwise, it indicates the horizontal

component of the pixel aspect ratio.

6.2.11 FIELD 9.132: VERTICAL PIXEL SCALE (VPS)

This mandatory ASCII ficld shall specify the integer pixel density used in the vertical
direction providing the SLC contains a "1" or a "2". Otherwise, it indicates the vertizal

component of the pixel aspect ratio.

6.2.12 FIELD 9.133: FINGER VIEW

This mandatory field contains the view number of the finger associated with this record's

data. The view number begins with "0" and increments by one to "15".

6.2.13 FIELD 9.134: FINGER POSITION (FGP)

This field shall contain the code designating the finger position that produced the
information in this Type-9 record. A code between 1 and 10 taken from table 3.2 or the

appropriatz palm code fiom table 6.3 shall be used to indicate the finger or palm position.

6.2.14 FIELD 9.135: FINGER QUALITY

The field shall contain the quality of the overall finger minutie data and shall be between 0
and 100. This number is an overall expression of the quality of the finger record, and
represents quality of the original image, of the minutia extraction and any additional

operations that may affect the minutiz record.

6.2.15 FIELD 9.136: NUMBER OF MINUTIA

The mandatory field shall contain a count of the number of minutiz recorded in this logical

record.
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6.2.16 FIELD 9.137: FINGER MINUTLAE DATA

This mandatory field has six information items separated by the <US> character. It
consists of several subfields, each containing the details of single minutiae. The total
number of minutiae subfields must agree with the count found in field 136. The first
information item is the minutiae index number, which shall be initialized to "1" and
incremented by "1" for each additional minutia in the fingerprint. The second and third
information items are the 'x' coordinate and 'y’ coordinates of the minutiae in pixel units.
The fourth information item is the minutiae angle recorded in units of two degrees. This
value shall be nonnegative between 0 and 179. The fifth information item is the minutiae
type. A value of "0" is used to represent minutiae of type "OTHER", a value of "1" for a
ridge ending and a value of "2" for a ridge bifurcation. The sixth information item
represents the quality of each minutiae. This value shall range from [ &s a minimum to 100
as a maximum. A value of "0" indicates that no quality value is available. Each subficld

shall be separated from the next with the use of the <RS> separator character.

6.2.17 FIELD 9.138: RIDGE COUNT INFORMATION

This field consists of a series of subfields each containing three information items. The
first information item of the first subficld shall indicate the ridge count extraction method.
A "0" indicates that no assumption shall be made about the method used to extract ridge
counts, nor their order in the record. A "1" indicates that for each centre minutiae, ridge
count data was extracted to the nearest neighbouring minutiac in four quadrants, and ridge
counts for each centre minutia are listed together. A "2" indicates that for each centre
minutiae, ridge count data was extracted to the nearest neighbouring minutiae in eight
octants, and ridge counts for each centre minutia are listed together. The remaining {wo
information items of the first subfield shall both contain "0". Information items shall be
separated by the <US> separator character. Subsequent subfields will contain the centre
minutiae index number as the first information item, the neighbouring minutiae index
number as the second information item, and the number of ridges crossed as the third

information item. Subfields shall be separated by the <RS> separator character.
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6.2.183 FIELD 9.139: CORE INFORMATION

This field will consist of one subfield for each core present in the original image. Each
subfield consists of three information items. The first two items contain the 'x' and 'y’
coordinate positions in pixel units. The third information item contains the angle of the
core recorded in units of 2 degrees. The value shall be a nonnegative value between 0 and

179. Multiple cores will be separated by the <RS> separator character.

6.2.19 FIELD 9.140: DELTA INFORMATION

This field will consist of one subfield for each delta present in the original image. Each
subfield consists of three information items. The first two items contain the 'x' and 'y'
coordinate positions in pixel units. The third information item contains the angle of the
delta recorded in units of 2 degrees. The value shall be a nonnegative value between 0 and

179. Multiple cores will be separated by the <RS> separator character.

7. TYPE-13 VARIABLE-RESOLUTION LATENT IMAGE RECORD

The Type-13 tagged-field logical record shall contain image data acquired from latent
images. These images are intended to be transmitted to agencies that will automatically
extract or provide human intervention and processing to extract the desired feature

information from the images.

Information regarding the scanning resolution used, the image size, and other parameters

required to process the image, are recorded as tagged-fields within the record.
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Table 7: Type-13 variable-resolution latent record layout

Max
bytg
- count
LOGICAL RECORD
LEN| M 13.001 N 4 8 1 i 15
LENGTH
IMAGE
IDC M 13.002 |DESIGNATION N 2 5 i 1 12
CHARACTER
IMP M 13.003 |IMPRESSION TYPE A 2 2 1 1 9
SOURCE AGENCY /
SRC | M 13.004 AN 6 35 1 1 42
ORI
LATENT CAPTURE
LCD| M 13.005 N 9 9 | 1 16
DATE
HORIZONTAL LINE
HLL [ M 13.006 N 4 5 1 1 12
LENGTH
VERTICAL LINE
VLL | M 13.007 N 4 5 1 ] 12
LENGTH
SLC M 13.008 |SCALE UNITS N 2 2 1 1 9
HORIZONTAL
HPS | M 13.009 N 2 S | 1 12
PIXEL SCALE
VERTICAL PIXEL
VPS | M 13.010 N 2 5 1 1 12
SCALE
COMPRESSION
CGA| M 13.011 A 5 7 1 1 14
ALGORITHM
BPX | M 13.012 [BITS PER PIXEL N 2 3 1 ] 10
FGP | M 13.013 [FINGER POSITION N 2 3 ] 6 25
RESERVED FOR
13.014
RSV FUTURE - - -- - -- -
13.019
DEFINITION
COM| O 13.020 [COMMENT A 2 128 0 1 135
RESERVED FOR
13.021
RSV FUTURE -- - - - - -
13.199
DEFINITION
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13.200 |USER-DEFINED

UDF| O - - - S -
13.998 [FIELDS

DAT | M | 13.999 IMAGE DATA B 2 - R =

Key for character type: N = Numeric; A = Alphabetic; AN = Alphanumeric; B = Binary

730 FigLps fOoR THE TYPE-13 LOGICAL RECORD

The following paragraphs describe the data contained in each of the fields for the Type-13

logical record.

Within a Type-13 logical record, entries shall be provided in numbered fields. It is required
that the first two fields of the record are ordered. and the field containing the image data
shall be the last physical field in the record. For each field of the Type-13 record, table 5.1
lists the “condition code” as being mandatory “M” or optional “O”, the field number, the
field name, character type, field size, and occurrence limits. Based on a three digit field
number, the maximum byte count size for the field is given in the last column. As more
digits are used for the field number, the maximum byte count will also increase. The two
entries in the “field size per occurrence” include all character separators used in the field.
The “maximum byte count” includes the field number, the information, and all the

character separators including the “GS” character.
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711 Fieip 13.001: LOGICAL RECORD LENGTH (LEN)

This mandatory ASCII field shall contain the total count of the number of bytes in the
Type-13 logical record. Field 13.001 shall specify the length of the record including every

character of every field contained in the record and the information separators.

7.1.2 FiELD 13.002: IMAGE DESIGNATION CHARACTER (IDC)

This mandatory ASCII field shall be used to identify the latent image data contained in the
record. This IDC shall match the IDC found in the file content (CNT) field of the Type-1

record.

7.1.3 FieLp 13.003: IMPRESSION TYPE (IMP)

This mandatory one- or two-byte ASCII field shall indicate the manner by which the latent
image information was obtained. The appropriate latent code choice selected from table 3.1

{finger) or table 5.3 (palm) shall be entered in this field.

7.4.4 Fierp 13,004 SourcE aGeEnNoy /ORESRO)

This mandatory ASCI field shall contain the identification of the administration or

organization that originally captured the facial image contained in the record. Normally,

the Originating Agency ldentifier (ORD) of the agency that captured the image will be

contained in this field. It consists of two information items in the following format:
CClagency.

The first information item contains the Interpol Country Code, two alpha-numeric

characters long. The second item, agency, is a free text identification of the agency, up to a

maximum of 32 alpha-numeric characters.

7.1.5 Field 13.005: Latent capture date (LCD)

This mandatory ASCII field shall contain the date that the latent image contained in the
record was captured. The date shall appear as eight digits in the format CCYYMMDD. The
CCYY characters shall represent the year the image was captured; the MM characters shall

be the tens and unit values of the month; and the DD characters shall be the tens and unit
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values of the day in the month. For example, 20000229 represents February 29, 2000. The
complete date must be a legitimate date.

7.1.6  Field 13.006: Horizontal line length (HLL)

This mandatory ASCII field shall contain the number of pixels contained on a single
horizontal line of the transmitted image.

7.1.7  Field 13.007: Vertical line length (VLL)
This mandatory ASCII field shall contain the number of horizontal lines contained in the

transmitted image.

7.1.8 Field 13.008: Scale units (SL.C)

This mandatory ASCII field shall specify the units used to describe the image sampling
frequency (pixel density). A "1" in this field indicates pixels per inch, or a "2" indicates
pixels per centimetre. A "0" in this field indicates no scale is given. For this case, the

quotient of HPS/VPS gives the pixel aspect ratio.

7.1.9  Field 13.009: Horizontal pixel scale (HPS)
This mandatory ASCII field shall specify the integer pixel density used in the horizontal
direction providing the SLC contains a "1" or a "2". Other-wise, it indicates the horizontal

component of the pixel aspect ratio.
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7.1.10 FIELD 13.010: VERTICAL PIXEL SCALE (VPS)

This mandatory ASCII field shall specify the integer pixel density used in the vertical
direction providing the SLC contains a "1" or a "2". Otherwise, it indicates the vertical

component of the pixel aspect ratio.

7.1.11  FIELD 13.011: COMPRESSION ALGORITHM (CGA) s

This mandatory ASCII field shall specify the algorithm used to compress grayscale

images.

Table 8 : Compression Codes

, Compression Type 7 ' Code
No Cormpressi‘orn 7 7 NONE
Wavelet/Scalar Quantization (IAFIS-IC-0110) WSQ
JPEG 2000 J2K




7.1.12  FiELD 13.012: BiTs PER PIXEL (BPX)

This mandatory ASCII field shall contain the number of bits used to represent a pixel. This
field shall contain an entry of “8” for normal grayscale values of “0” to “255”. Any entry
in this field greater than “8” shall represent a grayscale pixel with increased precision.

7.1.13  FIELD 13.013: FINGER / PALM POSITION (FGP)

This mandatory tagged-field shall contain one or more the possible finger or palm
positions that may match the latent image. The decimal code number corresponding to the
known or most probable finger position shall be taken from tablc 3.z or the most probable
palm position from table 5.3 and entered as a one- or two-character ASCII subfield.
Additional finger and/or palm positions may be referenced by entering the alternate
position codes as subfields separated by the “RS” separator character. The code "0", for
"Unknown Finger", shall be used to reference every finger position from one through ten.
The code “20”, for “Unknown Palm”, shall be used to reference every listed palmprint

position.

7.1.14 F1ELD 13.014-019: RESERVED FOR FUTURE DEFINITION (RSV)

These fields are reserved for inclusion in future revisions of this standard. None of these
fields are to be used at this revision level. If any of these fields are present, they are to be

ignored.

7.1.15  FiELD 13.020: COMMENT (COM)

This optional field may be used to insert comments or other ASCII text information with

the latent image data.

7.1.16 FIELD 13.021-199: RESERVED FOR FUTURE DEFINITION (RSV)

These fields are reserved for inclusion in future revisions of this standard. None of these
fields are to be used at this revision level. If any of these fields are present, they are to be

ignored.
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7.1.17  FIELDS 13.200-998: USER-DEFINED FIELDS (UDF)

These fields are user-definable fields. Their size and content shall be defined by the user
and be in accordance with the receiving agency. If present they shall contain ASCII textual

information.

7.1.18 FIELD 13.999: IMAGE DATA (DAT)

This field shall contain all of data from a captured latent image. It shall always be assigned
field number 999 and must be the last physical field in the record. For example, “13.999:”

is followed by image data in a binary representation.

Each pixel of uncompressed grayscale data shall normally be quantized to eight bits (256
gray levels) contained in a single byte. If the entry in BPX Field 13.012 is greater or less
than “8”, the number of bytes required to contain a pixel will be different. If compression
is used, the pixel data shall be compressed in accordance with the compression technique

specified in the GCA field.

7.2 End of Type-13 variable-resolution latent image record

For the sake of consistency, immediately following the last byte of data from field 13.999
an “FS” separator shall be used to separate it from the next logical record. This separator

must be included in the length field of the Type-13 record.

8. TYPE-15 VARIABLE-RESOLUTION PALMPRINT IMAGE RECORD

The Type-15 tagged-field logical record shall contain and be used to exchange palmprint
image data together with fixed and user-defined textual information fields pertinent to the
digitized image. Information regarding the scanning resolution used, the image size and
other parameters or comments required to process the image are recorded as tagged-fields
within the record. Palmprint images transmitted to other agencies will be processed by the

recipient agencies to extract the desired feature information required for matching

purposes.
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The image data shall be acquired directly from a subject using a live-scan device, or from a
palmprint card or other media that contains the subject’s palmprints.

Any method used to acquire the palmprint images shall be capable of capturing a set of
images for each hand. This set shall include the writer’s palm as a single scanned image,
and the entire area of the full palm extending from the wrist bracelet to the tips of the
fingers as one or two scanned images. If two images are used to represent the full palm, the
lower image shall extend from the wrist bracelet to the top of the interdigital area (third
finger joint) and shall include the thenar, and hypothenar areas of the palm. The upper
image shall extend from the bottom of the interdigital area to the upper tips of the fingers.
This provides an adequate amount of overlap between the two images that are both located
over the interdigital area of the palm. By matching the ridge structure and details contained
in this common area, an examiner can confidently state that both images came from the

same palm.

As a palmprint transaction may be used for different purposes, it may contain one or more
unique image areas recorded from the palm or hand. A complete palmprint record set for
one individual will normally include the writer’s palm and the full palm image(s) from
each hand. Since a tagged-field logical image record may contain only one binary field, a
single Type-15 record will be required for each writer’s palm and one or two Type-15
records for each full palm. Therefore, four to six Type-15 records will be required to

represent the subject’s palmprints in a normal palmprint transaction.

8.1 FIiELDS FOR THE TYPE-15 LOGICAL RECORD

The following paragraphs describe the data contained in each of the fields for the Type-15

logical record.

Within a Type-15 logical record, entries shall be provided in numbered fields. It is required
that the first two fields of the record are ordered, and the field containing the image data
shall be the last physical field in the record. For each field of the Type-15 record, table 6.1
lists the “condition code” as being mandatory “M” or optional “O”, the field number, the
field name, character type, field size, and occurrence limits. Based on a three digit field

number, the maximum byte count size for the field is given in the last column. As more
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digits are used for the field number, the maximum byte count will also increase. The two
entries in the “field size per occurrence” include all character separators used in the field.
The “maximum byte count” includes the field number, the icformation, and all the

character separators including the “GS” character.

8.1.1 FIELD 15.001: LOGICAL RECORD LENGTH (LEN)

This mandatory ASCII field shall contain the total count of the number of bytes in the
Type-15 logical record. Field 15.001 shall specify the length of the record including every

character of every field contained in the record and the information separators.

8.1.2  FIELD 15.002: IMAGE DESIGNATION CHARACTER (IDC)

This mandatory ASCII field shall be used to identify the palmprint image contained in the
record. This IDC shall match the IDC found in the file content (CNT) field of the Type-1

record.

8.13 FIELD 15.003: IMPRESSION TYPE (IMP)

This mandatory one-byte ASCII field shall indicate the manner by which the palmprint
image information was obtained. The appropriate code selected from table 6.2 shall be

entered in this field.

8.1.4 FIELD 15.004: SOURCE AGENCY/ORI (SRC)

This mandatory ASCII field shall contain the identification of the administration or
organization that originally captured the facial image contained in the record. Normally,
the Originating Agency Identifier (ORI) of the agency that captured the image will be
contained in this field. It consists of two information items in the following format:

CClagency.

The first information item contains the Interpol Country Code, two alpha-numeric
characters long. The second item, agency, is a free text identification of the agency, up to a

maximum of 32 alpha-numeric characters.

ot e i SR Lo 123 et T s e T
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8.1.5  FIELD 15.005: PALMPRINT CAPTURE DATE (PCD)

This mandatory ASCII field shall contain the date that the palmprint image was captured.
The date shall appear as eight digits in the format CCYYMMDD. The CCYY characters
shall represent the year the image was captured; the MM characters shall be the tens and
unit values of the month; and the DD characters shall be the tens and units values of the
day in the month. For example, the entry 20000229 represents February 29, 2000. The

complete date must be a legitimate date.

8.1.6 FIELD 15.006: HORIZONTAL LINE LENGTH (HLL)

This mandatory ASCII field shail contain the number of pixels contained on a single

horizontal line of the transmitted image.

8.1.7 FIELD 15.007: VERTICAL LINE LENGTH (VLL)

This mandatory ASCII field shall contain the number of horizontal lines contained in the

transmitted image.

8.1.8 FieLD 15.008: SCALE unNITS (SLC)

This mandatory ASCH field shall specify the units used to describe the image sampling
frequency (pixel density). A "1" in this field indicates pixels per inch, or a "2" indicates
pixels per centimeter. A "0" in this field indicates no scale is given. For this case, the

quotient of HPS/VPS gives the pixel aspect ratio.

8.1.9 FIELD 15.009: HORIZONTAL PIXEL SCALE (HPS)

This mandatory ASCII field shall specify the integer pixel density used in the horizontal
direction providing the SLC contains a "1" or a "2". Other-wise, it indicates the horizontal

component of the pixel aspect ratio.
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Field 15.010: Vertical pixel scale (VPS)

This mandatory ASCII field shall specify the integer pixel density used in the vertical

direction providing the SLC contains a "1" or a "2". Otherwise, it indicates the vertical

component of the pixel aspect ratio.

Table 9: Type-15 variable-resolution palmprint record layout

Con| Field size
Field Oecur Max
ident| d. ‘ Char per
Numb Field Name count byte
cod type | occurrence
er count
e min. | max.| min | max
, LOGICAL RECORD
LEN | M 15001 N 4 8 i ] I5
LENGTH
IMAGE
IDC | M 15002 DESIGNATION N 2 5 I I 12
CHARACTER
IMP 0 M 15003 IMPRESSION TYPE N 2 2 ] I o
SOURCE AGENCY /
SRCIT M 15004 AN 6 35 ] 1 47
ORI
PALMPRINT
PCD I M | 15.005 N G G | | i6
CAPTURE DATE
HORIZONTAL LINE
HLL L M 15006 N 4 5 | 1 {2
LENGTH
VERTICAL LINE
VLL | M | 15.007 N 4 5 1 i |
LENGTH
SLC | M | 15.008 SCALE UNITS N 2 2 1 | 9
HORIZONTAL
HPS | M 15.009 N P, 5 I 1 12
PIXEL SCALE
VERTICAL PIXEL
VPS I M | 15.010 N 2 5 ] i 12
SCALE
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Ident¢¢ ., ¢+ . (Char| ‘'per | L
| | Numb] FieldName | | = |  count | byte
ecod/ 4+ . | type | occurremce | ~
- er ' - . e ; ; count
el : . min. | max.| min  max|
‘ COMPRESSION
CGA | M | 15.011 AN 5 7 1 1 14
ALGORITHM
BPX | M | 15.012 |BITS PER PIXEL N 2 3 1 1 10
, PALMPRINT
PLP | M | 15.013 N 2 3 1 1 10
POSITION
RESERVED FOR
A 15.014
RSV FUTURE - - - - - -
15.019
INCLUSION
COM | O 15020 COMMENT AN 2 128 0 1 128
RESERVED FOR
15.021
RSV FUTURE - - - - - -
15.199
INCLUSION
15206 USER-DEFINED
UDF | O - - - - - -
15.998 [FIELDS
DAT | M | 15999 IMAGE DATA B 2 - 1 | -
Table 10 : Palm Impression Type
Description Code
Live-scan palm 10
Nonlive-scan palm 11
Latent pal™ impression 12
Latent palm tracing 13
Latent palm photo 14
Latent palm lift 15
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8.1.11  Fiewp 15.011: CoMmPRESSION ALGORITHM (CGA)

This mandatory ASCII field shall specify the algorithm used to compress grayscale
images. An entry of "NONE" in this field indicates that the data contained in this record is
uncompressed. For those images that are to be compressed, this field shall contain the
preferred method for the compression of tenprint fingerprint images. Valid compression

codes are defined in table A7.1.

8.1.12 FieLp 15.012: BiTs PER PIXEL (BPX)

"This mandatory ASCII field shall contain the number of bits used to represent a pixel. This
field shall contain an entry of “8” for normal grayscale values of “07 to “2557. Any entry
in this field greater than or less than “8” shall represent a grayscale pixel with increased or

decreased precision respectively.

Table 11: Palm Codes, Areas & Sizes

Palm Position Palm code fmage :jma Width Height
(mm”) (mm) (mm)

Unknown Palm 20 28387 139.7 203.2
Right Full Palm 21 28387 139.7 203.2
Right Writer s Palm 22 5645 44.5 127.0
Left Full Palm 23 28387 139.7 203.2
Left Writer s Palm 24 5645 445 127.0
Right Lower Palm 25 19516 139.7 139.7
Right Upper Palm 26 19516 139.7 129.7
Left Lower Palm 27 19516 139.7 139.7
Left Upper Palm 28 19516 139.7 139.7
Right Other 29 28387 139.7 203.2
Left Other 30 28387 139.7 203.2
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8.1.13 Field 15.013: Palmprint position (PLP)

This mandatory tagged-field shall contain the palmprint position that matches the
palmprint image. The decimal code number corresponding to the known or most probable
palmprint position shall be taken from table 6.3 and entered as a two-character ASCII
subfield. Table 6.3 also lists the maximum image areas and dimensions for each of the

possible palmprint positions.

8.1.14 FIELD 15.014-019: RESERVED FOR FUTURE DEFINITION (RSV)

These fields are reserved for inclusion in future revisions of this standard. None of these
fields are to be used at this revision level. If any of these fields are present, they are to be

ignored.

8.1.15 FiELD 15.020: COMMENT (COM)

This optional field may be used to insert comments or other ASCII text information with

the palmprint image data.

8.1.16 FIELD 15.021-199: RESERVED FOR FUTURE DEFINITION (RSV)

These fields are reserved for inclusion in future revisions of this standard. None of these
fields are to be used at this revision level. If any of these fields are present, they are to be

ignored.

8.1.17 FIELDS 15.200-998: USER-DEFINED FIELDS (UDF)

These fields are user-definable fields. Their size and content shall be defined by the user
and be in accordance with the receiving agency. If present they shall contain ASCII textual

information.

8.1.18 FIELD 15.999: IMAGE DATA (DAT)

This field shall contain all of the data from a captured palmprint image. It shall always be
assigned field number 999 and must be the last physical field in the record. For example,
“15.999:” is followed by image data in a binary representation. Each pixel of
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uncompressed grayscale data shall normally be quantized to eight bits (256 gray levels)
contained in a single byte. If the entry in BPX Field 15.012 is greater or less than 8, the
number of bytes required to contain a pixel will be different. If compression is used, the
pixel data shall be compressed in accordance with the compression technique specified in

the CGA field.

8.2 END OF TYPE-15 VARIABLE-RESOLUTION PALMPRINT IMAGE RECORD

For the sake of consistency, immediately following the last byte of data from field 15.999
an “FS” separator shall be used to separate it from the next logical record. This separator

must be included in the length field of the Type-15 record.

8.3 ADDITIONAL TYPE-15 VARIABLE-RESOLUTION PALMPRINT IMAGE RECORDS

Additional Type-15 records may be included in the file. For each additional palmprint

image, a complete Type-15 logical record together with the “FS” separator is required.
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APPENDIX 1 ASCII Separator Codes

ASCII

LF 1/10
FS 112
GS 1/13
RS 1/14
US 1/15

Position! Description

Separates error codes in field 2.074

Separates logical records of a file.

Separates fields of a logical record.

Separates the subfields of a record field.

Separates individual information items of the field
or subfield.

1 This is the position as defined in the ASCII standard.
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APPENDIX 2 CALCULATION OF ALPHA-NUMERIC CHECK CHARACTER

For TCN and TCR (Fields 1.09 and 1.10):

The number corresponding to the check character is generated using the following formula:

(YY * 10®+ SSSSSSSS) Modulo 23

Where YY and SSSSSSSS are the numerical values of the last two digits of the year and

the serial number respectively.

The check character is then generated from the look-up table given below.

For CRO (Field 2.010)

The number corresponding to the check character is generated using the following formula:

(YY * 10°+ NNNNNN) Modulo 23

Where YY and NNNNNN are the numerical values of the last two a:gits of the year and

the serial number respectively.

The check character is then generated from the look-tip table given below.

§
¥
H
i




LA TSR T
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Check Character Look-up Table

1-A
2-B
3-C
4D
5-E
6-F
7-G
8-H

9-J
10-K
i1-L
12-M
13-N
14-P
15-Q
16-R

17-T
18-U
19-v
20-wW
21-X
22-Y
0-Z
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APPENDIX 3 CHARACTER CODES

7-BIT ANSI CODE FOR INFORMATION INTERCHANGE

30 ! " # |8 % |& |'
40 ( ) o+, - / 0 1
50 2 |3 14 |5 (6 |7 |8 |9 H
60 < |= > |? @ |A |[B |[C (D |E
70 F (G |H |I J K I[L M [N |O
80 P |Q IR |S |T (U |V (W |X |y
90 Zz ] \ ] Nl a b |c
100 d e f g h i i k 1 m
110 n 0 P |q r s t u v w
120 X y z { | } ~




APPENDIX 4 TRANSACTION SUMMARY

TYPE 1 RECORD (MANDATORY)

Identifier zl:ll:ber Field Name CPS/PMS |SRE |ERR
LEN 1.001 |Logical Record Length M M M
VER 1.002 | Version Number M M M
CNT 1.003 }File Content M M M
TOT 1.004 | Type of Transaction M M M
DAT 1.005 |Date M M M
PRY 1.006 |Priority M M M
DAI 1.007 | Destination Agency M M M
ORI 1.008 | Originating Agency M M M
TCN 1.009 | Transaction Control Number M M M
TCR 1.010 | Transaction Control Reference C M M
NSR 1.011 |Native Scanning Resolution M M M
NTR 1.012 |Nominal Transmitting Resolution M M M
DOM 1.013 |Domain name M M M
GMT 1.614 |Greenwich mean time M M M

Under the Condition Column:

O = Optional; M = Mandatory; C = Conditional if transaction is a response to the origin

agency
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TYPE 2 RECORD (MANDATORY)

Identifier Field Field Name CPS/ | MPS/ SRE ERR
Number PMS | MMS

LEN 2.001 |Logical Record Length M M M M

IDC 2.002 |Image Designation M M M M
Character

SYS 2.003 | System Information M M M M

CNO 2.007 |Case Number - M C -

SQN 2.008 |Sequence Number - C C -

MID 2.009 |Latent Identifier - C C -

CRN 2.010 | Criminal Reference M - C -
Number

MNI1 2.012 | Miscellaneous - - C C
Identification Number

MN2 2.013 | Miscellaneous - - C C
Identification Number

MN3 2.014 | Miscellaneous - - C C
Identification Number

MN4 2.015 |Miscellaneous - - C C
Identification Number

INF 2.063 | Additional Information 0 0 Q) O

RLS 2.064 | Respondents List - - M -

ERM 2.074 |Status/Error Message Field - - - M

ENC 2.320 | Expected Number of M M - -
Candidates

Under the Condition Column:

O = Optional; M = Mandatory; C = Conditional if data is available

*) = if the transmission of the data is in accordance with national law (not covered

by the Treaty)

s et Bl
Egy PR
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APPENDIX S TYPE-1 RECORD DEFINITIONS

TABLE A.5: TYPE-1 RECORD DEFINITIONS

Resolution

Identi | Condit | Field . Character
i Field Name Example Data
fier |ion Number Type
Logical Record
LEN M 1.001 N 1.001:230{GS}
Length
VER M 1.002 | Version Number N 1.002:0300{GS}
1.003:1{US}15{RS}2{US}
00{RS}4{US}01{RS}4{U
S}02{RS}4{US}03{RS}4{
US}04{RS}4{US}05{RS}
CNT M 1.003 | File Content N 4{US}06{RS}4{US}07{R
S}4{US}08{RS}4{US}09{
RS}4{US}10{RS}4{US}1
1{RS}4{US}12{RS}4{US
y13{RS}4{US}14{GS}
TOT M 1.004 | Type of Transaction A 1.004:CPS{GS}
DAT M 1.005 |Date N 1.005:20050101{GS}
PRY M 1.006 | Priority N 1.006:4{GS}
DAI M 1.007 | Destination Agency 1 1.007:DE/BKA{GS}
ORI M 1.008 | Originating Agency N 1.008:NL/NAFIS{GS}
Transaction Control
TCN M 1.009 AN 1.009:0200000004F {GS}
Number
Transaction Control
TCR C 1.010 AN 1.010:0200000004F {GS}
Reference
Native Scanning
NSR M 1.011 AN 1.011:19.68{GS}
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Nominal
NTR 1.012 | Transmitting AN 1.012:19.68{GS}
Resolution
DO 1.013: INT-
1.013 |Domain Name AN
M 1{US}4.22{GS}
GM Greenwich Mean
1.014 AN 1.014:20050101125959Z
T Time

Under the Condition Column: O= Optional, M= Mandatory, C= Conditional

Under the Character Type Column: A= Alpha, N= Numeric, B= Binary

"mown o nonnon o "]

1" allowed characters for agency name are ["0..9", "A..Z", "a..z"," ", "."," ",

et s e s b
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APPENDIX 6 TYPE-2 RECORD DEFINITIONS

TABLE A.6.1: CPS- AND PMS-TRANSACTION

Identi | Condit | Field Character
Field Name Example Data
fier |ion Number Type
LEN M 2.001 | Logical Record Length N 2.001:909{GS}
Image Designation
IDC M 2.002 N 2.002:00{GS}
Character
SYS M 2.003 |System Information N 2.003:0422{GS}
Criminal Reference 2.010:DE/E99999999
CRN M 2.010 AN
Number 9{GS}
. 2.063:Additional
INF o 2.063 [ Additional Information 1
Information 123{GS}
Expected Number of
ENC M 2.320 N 2.320:1{GS}
Candidates
TABLE A.6.2: SRE-TRANSACTION
Identi | Condit | Field Character
Field Name Example Data
fier |ion Number Type
LEN M 2.001 | Logical Record Length N 2.001:909{GS}
Image Designation
IDC M 2.002 N 2.002:00{GS}
Character
SYS M 2.003 | System Information N 2.003:0422{GS}
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Criminal Reference 2.010:NL/222222222
CRN M 2.010 AN
Number 2{GS}
Miscellaneous 2.012:E999999999{G
MN1 C 2.012 AN
Identification Number S}
Miscellaneous 2.013:E999999999{G
MN2 C 2.013 AN
Identification Number S}
0 Miscellaneous N 2. 014:0001(GS
MN3 C 2.014 .014:0001
Identification Number tGS)
Miscellaneous
MN4 C 2.015 ) ) A 2.015:A{GS}
Identification Number
. . 2.063:Additional
INF 0] 2.063 | Additional Information 1
Information 123{GS}
2.064:CPS{RS}I{RS
RLS M 2.064 | Respondents List AN $001/001{RS}99999
9{GS}
TABLE A.6.3: ERR-TRANSACTION
Identi | Condit | Field Character
Field Name Example Data
fier |ion Number Type
LEN M 2.001 |Logical Record Length N 2.001:909{GS}
Image Designation
IDC M 2.002 N 2.002:00{GS}
Character
SYS M 2.003 |System Information N 2.003:0422{GS}
Miscellaneous 2.012:E999999999{G
MNI1 M 2.012 ) AN
Identification Number S}
Miscellaneous 2.013:E999999999{G
MN2 C 2.013 ) AN
Identification Number S}
4 Miscellaneous N 2.014:0001 {GS}
N3 C 2.0 .014:
M Identification Number {
MN4 C 2.015 |Miscellaneous A 2.015:A{GS}




Identification Number
i . 2.063:Additional
INF 0) 2.063 | Additional Information 1
Information 123 {GS}
2.074:201: IDC -1
FIELD 1.009
WRONG CONTROL
CHARACTER {LF}
ERM| M 2.074 | Status/Error Message Field AN 115: IDC 0 FIELD
2.003 INVALID
SYSTEM
INFORMATION
| {GS}
TABLE A.6.4: MPS- AND MMS-TRANSACTION
Identi | Condit | Field ' Character
) Field Name Example Data
fier |ion Number Type
LEN M 2.001 |Logical Record Length N 2.001:909{GS}
Image Designation
IDC M 2.002 N 2.002:00{GS}
Character
SYS M 2.003 | System Information N 2.003:0422{GS}
2.007:E999999999{G
CNO| M 2.007 |Case Number AN Sy
SON C 2.008 |Sequence Number N 2.008:0001{GS}
MID 2.009 |Latent Identifier 2.009:A{GS}
. 2.063:Additional
INF O 2.063 | Additional Information 1
Information 123{GS}
Expected Number of
ENC M 2.320 ) N 2.320:1{GS}
Candidates

Under the Condition Column: O= Optional, M= Mandatory, C= Conditional

Under the Character Type Column: A= Alpha, N= Numeric, B= Binary
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1* allowed characters are [*0.9","A..Z","a.z"," ", """

’"]




APPENDIX 7 GRAYSCALE COMPRESSION CODES

A.7.1 COMPRESSION COLES

Compression = | Value { - Remarks

Wavelet Scalar

Quantization Grayscale i _
Algorithm to be used for the compression of

G R i A R B e

Fingerprint Image ) .
) grayscale images in Type-4, Type-7 and Type-13 to
Compression WSQ ) :
) ) Type-15 records. Shall not be used for resolutions
Specification i
>500dpi. :
IAFIS-1C-0010(V3), i
dated December 19, 1997
To be used for lossy and losslessly compression of .

JPEG 2000

J2K | grayscale images in Type-13 to Type-15 records.
[ISO 15444 / I'TU T.800]

Strongly recommended for resolutions >500 dpi

R N B el S A R a2 B | it e 0 e 4 i i S R e 7l e i R4
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APPENDIX 8 MAILSPECIFICATION

To improve the internal workflow the mailsubject of a PRUEM transaction has to be filled
with the country code (CC) of the Party that send the message and the Type of Transaction
(TOT Field 1.004).

Format: CC/type of transaction
Example: "DE/CPS"

The mailbody can be empty.
The specification of the encryption/signing and the used S/MIME Version will follow as

soon as possible in this Appendix, after clarify this points with the DNA Technical Work
Group.
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Annex B.2

Maximum Number of candidates accepted for verification

Type of AFIS ! i

TP/TP | LT/TP | LP/PP | TP/UL { LT/UL |PP/ULP| LP/ULP
Search
Maximum
Number of 1 10 5 5 5 5 5
Candidates

Search types:

TP/TP:
LT/TP:
LP/PP:
TP/UL:
LT/UL:
PP/ULP:
LP/ULP:

len-print against ten-print

fingerprint latent against ten-print

palmprint latent against palmprint

ten-print against unsolved fingerprint latent
fingerprint latent against unsolved fingerprint latent
palmprint against unsolved palmprint latent

palmprint latent against unsolved palmprint latent

[ (
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Annex B.3

Maximum research capacities per day for

dactyloscopic data of identified persons

DE |

BE NL LU AT FR ES
BE - 20 20 20 20 20 20
NL 20 - 20 20 16 16 24
LU 4 4 - 20 4 4 4
AT 20 20 20 - 60 60 100
FR| 144 144 144 60 - 144 144
ES| 120 120 126 60 120 - 120
DE| 120" 120" 120" 100 120" 120" -

428 428 444 280 300 364 412

estimated throughput for 2007: 60 TP/TP per day




Annex B.4

Maximum research capacities per day for

dactyloscopic traces

BE NL LU AT FR ES DE
BE - 6 6 6 10 2 6
NL 6 - 6 6 2 2 8

I

Llﬁj 1 I - 6 1 1 1
AT 6 6 6 - 15 15 30
FR 43 43 43 15 - 43 43
ES 18 18 18 15 18 - 18
DE| 40" 40" 40 30 40" 40" -

114 114 119 78 86 103 106

estimated throughput for 2007: 20 LP/TP per day

e,

e




Annexes C

Automated searching for vekicle registration data

Annex C.1

Common data-set for automated search

of vehicle registration data

1. DEFINITIONS

For cach element in the data set as described in the next chapter, an indication is given
whether the element is especially allocated by the Parties and whether the element is
mandatory or optional when the exchange is used for the purposes of Article 12 of the

Treaty.

The definitions of mandatory data elements and optional data eclements are as follows:

Mandatory (M):
The data element has to be communicated when the information is available in one’s
national register. Therefore there is an obligation to exchange the information when

available.

Optional (O0):
The data element may be communicated when the information is available in one’s
national register. Therefore there is no obligation to exchange the information even when

the information is available.

An indication (Y) is given for each element in the data set whether the element is

specifically indicated by the Parties in relation with the Treaty.
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2. Vehicle/Owner/Holder Inquiry

2.1 Triggers for the Inquiry

There are two different ways to search for the information as defined in the next paragraph:
1. By Chassis Number (VIN), Reference Date and Time (optional);

2. By License Number, Nature of the vehicle/EU Category Code (optional), Reference

Date and Time {optional); in Luxembourg more than one vehicle can be returned

when the inquiry is done by Licence Number.

By means of these search criteria, information related to one and sometimes more vehicles
will be returned. If information for only one vehicle has to be returned, all the items are
returned in one response. If more than one vehicle is found, the Party itself can determine
which items will be returned; all items or only the items to refine the inquiry (e.g. because

of privacy reasons as in UK and Germany, or because of performance rcasons).

The items, necessary to refine the inquiry are pictured in paragraph 2.2.1. In paragraph

2.2.2 the complete information set is described.

When the inquiry is done by Chassis Number, Reference Date and Time, the inquiry can

be done in one or all of the participating countries.

When the inquiry is done by License Number, Reference Data and Time, the inquiry has to

be done in one specific Party.

Normally the actual Date and Time is used to make an inquiry, but it’s possible to do an
inquiry with a Reference Date and Time in the past. When an inquiry is made with a
Reference Date and Time in the past and historical information is not available in the
register of the specific Party, the actual information can be returned with an indication that

the information is actual information.

2.2 Data set




2.2.1 Items to be returned necessary for the refinement of the inquiry
Item M/O" |Remarks Priim Y/N?
Data relating to vehicles

Licence number M Y

Chassis number / VIN M Y

Party of registration M Y

Make M (D.1%) e.g. Ford, Opel, Renault etc. | Y

Commercial type of the vehicle M (D.3) e.g. Focus, Astra, Megane Y

Nature of the vehicle / EU Category Code | M (J) mopeds, motorbikes, carsetc. | Y

2.2.2 Complete data set

Item M/O* |Remarks Priim Y/N

Data relating to holders of the vehicle (C.1°)

Registration holders’ (company) name M (C.1.1) Y
separate fields will be used for first
name(s), surname, infixes, titles
etc.,
and
the name in printable format will
be communicated

First name M (C.1.2) Y
separate fields for first name(s)
and initials will be used,
and
the name in printable format will
be communicated

Address M (C.1.3) Y

separate fields will be used for

Street, House number and Annex,

' M = mandatory when available in national register, O = optional

2 All the attributes specifically allocated by the Parties are indicated with Y.

? Harmonised document abbreviation, see Council Directive 1999/37/EC, 29-04-1999
* M = mandatory when available in national register, O = optional

5 Harmonised document abbreviation, see Council Directive 1999/37/EC, 29-04-1999




Item WO* |[Remarks Priim Y/N
| Zip code, Place of residence, Party
of residence etc.,
and
the Address in printable format
will be communicated

Gender M Male, female Y

Date of birth M Y

Legal entity M individual, association, company, |Y
firm etc.

ID Number 0 An  identifier that uniquely [N
identifies the person or the
company.

Data relating to owners of the vehicle (C.2)

Owners’ (company) name M (C.2.1) Y

First name M (C.2.2) Y

Address M (C.2.3) Y

Gender M male, female Y

Date of birth M Y

Legal entity M individual, association, company, | Y
firm etc.

ID Number o An  identifier that uniquely | N
identifies the person or the
company.

Data relating to vehicles

Licence number M Y

Chassis number / VIN M Y

Party of registration M Y

Make M (D.1)e.g. Ford, Opel, Renault etc. |Y

Commercial type of the vehicle M (D.3) e.g. Focus, Astra, Megane Y

Nature of the vehicle / EU Category Code |M (J) mopeds, motorbikes, cars etc. Y

Date of first registration M (B) date of first registration of the | Y
vehicle somewhere in the world

Start date (actual) registration M (1) vehicle document date Y

End date registration M Y

Status M scrapped, stolen, exported, error|Y

notification




Item MWO* [Remarks Priim Y/N
Status date M Y
kW 0] P2) Y
Capacity O (P.1) Y
Type of licence number O regular, transito etc. Y
Vehicle document id 1 o) The first unique document ID as|Y
printed on the vehicle document.
Vehicle document id 2. In Luxembourg two | O A second document ID as printed | Y
separate vehicle registration document ID’s on the vehicle document.
are used.
Data relating to insurances
Insurance company name 0 Y
Begin date insurance 0 Y
End date insurance 0] Y
Address 0] Y
Insurance number O Y




Annex C.2

Data Security

1. OVERVIEW

The Eucaris software application connects all Parties in a mesh network where each Party
communicates directly to another Party. There is no central component needed for the
communication to be established. The application handles secure communication to the
other Parties and cornmunicates to the back-end legacy systems of Parties using XML.
Parties exchange messages by directly sending them to the recipient. The data center of a
Party is connected to the Testa Il network of EU.

The XML-messages sent over the network are encrypted. The technique to encrypt these
messages is SSL. The messages sent to the back-end are plain text XML-messages since it
is assumed the connection between the application and the back-end is in a protected

environment.

Finally, a client application is provided which can be used within a Party to query their
own register or other Parties. The clients will be identified by means of user-id/password
or a client certificate. The connection to a user may be encrypted. However, this is the

responsibility of each individual Party.

2. SECURITY FEATURES RELATED TO MESSAGE EXCHANGE

The security design is based on a combination of HTTPS and XML signature. This
alternative uses XML-signature to sign all messages sent so the server and can authenticate
the sender of the message by checking the signature. 1-sided SSL (only a server certificate)
is used to protect the confidentiality and integrity of the message in transit and provides

protection against deletion and insertion attacks.

The XML-signature can be implemented in several ways.




The chosen approach is to use XML Signature as part of the Web Services Security (WSS).
WSS specifies how to use XML-signature. Since WSS builds upon the SOAP standard, it
is logical to adhere to the SOAP standard as much as possible. This requires changes to the
XML-messages specified with respect to addressing, error handling etc.

The use of XML-signature and HTTPS with server certificate (1-sided SSL) combines the
best properties of XML-signature on one side and HTTPS on the other side. No additional
measures are needed to protect against deletion/replay attacks. Instead of bespoke software
development to implement 2-sided SSL, XML-signature is implemented. Using XML-
signature is closer to the web services roadmap than 2-sided SSL and therefore more

strategic.

3. SECURITY FEATURES NOT RELATED TO MESSAGE EXCHANGE

3.1. Authentication of users

The users of the Eucaris web application authenticate themselves using a username and
password. Since standard Windows authentication is used, Parties can enhance the level of

authentication of users if needed by using client certificates.

3.2. User roles

The Eucaris software application supports different user roles. Each cluster of services has
its own authorization. E.g. (exclusive) users of the “Treaty of Eucaris”- functionality” may

not use the “Treaty of Priim”- functionality”. Administrator services are separated from the

regular end-user roles.

3.3. Logging and tracing of message exchange
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Logging of all message types is facilitated by the Eucaris software application. An
administrator function allows the national administrator to determine which messages are
logged: requests from end-users, incoming requests from other Parties, provided

information from the national registers, etc.

The application can be configured to use an internal database for this logging, or an
external (Oracle) database. The decision on what messages have to be logged clearly
depends on logging facilities elsewhere in the legacy systems and connected client

applications.

The header of each message contains information on the requesting Party, the requesting
organization within that Party and the user involved. Also the reason of the request is

indicated.

By means of the combined logging in the requesting and responding Party complete

tracing of any message exchange is possible (€.g. on request of a citizen involved).

Logging is configured through the Eucaris web client (menu Administration, Logging
configuration). The logging functionality is performed by the Core System. When logging
is cnabled, the complete message (header and body) is stored in one logging record. Per
defined service, and per message type that passes along the Core System, the logging level

can be set.

Logging Levels

The following logging levels are possible:

Private — Message is logged: The logging is NOT available to the extract logging service
run by the Secretary State but is available on a national level only, for audits and problem
solving.

None — Message is not logged at all.

Message Types
Information exchange between Parties consists of several messages, of which a schematic

representation is given in the figure below.




The possible message types (in the figure shown for the Eucaris Core System of Party X)
are the following:
1.  Request to Core System_ Request message by Client
2. Request to Other Party Request message by Core System of this Party
3. Request to Core System of this Party Request message by Core System of other
Party

Request to Legacy Register Request message by Core System

Request to Core System_Request message by Legacy Register

Response from Core System_Request message by Client

Response from Other Party Request message by Core System of this Party

Response from Core System of this Party Request message by other Party

e e AN o

Response from Legacy Register Request message by Core System

10. Response from Core System_Request message by Legacy Register

The following information exchanges are shown in the figure:

¢ [nformation request from this Party (X) to another Party (Y) — blue arrows. This
request and response consists of message types 1, 2, 7 and 6, respectively.

¢ Information request from another Party (Z) to this Party (X) — red arrows. This request
and response consists of message types 3, 4, 9 and 8, respectively.

¢ Information request from the legacy register to its core system (this route also includes
a request from a custom client behind the legacy register) — green arrows. This kind of

request consists of message types 5 and 10.
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Figure : Message types for logging

3.4. Hardware Security Module

A Hardware Security Module is not used.

A Hardware Security Module (HSM) provides good protection for the key used to sign
messages and to identify servers. This adds to the overall level of security but an HSM is
expensive to buy/maintain and there are no requirements to decide for a FIPS 140-2 level 2
or lcvel 3 HSM. Since a closed network is used that mitigates threats effectively, it is
decided not to use an HSM initially. If an HSM is necessary e.g. to obtain accreditation, it

can be added to the architecture.
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Annex C.3

Technical conditions of the data exchange

1.  General description of the EUCARIS application
1.1 ANOVERVIEW

The Eucaris application connects al} participating Parties in a mesh network where each
Pér‘ey communicates directly to another Party. There is no central component needed for
the communication to be established. The FEucaris application handles secure
communication to the other Parties and communicates to the back-end legacy systems of

Parties using XML. The following picture visualizes this architecture.
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Parties exchange messages by directly sending them to the recipient. The data center of a
Party is connected to the network used for the message exchange (Testa). To access the
Tesia network, Parties connect to Testa via their national gate. It is assumed that a firewall
is used to connect to the network and that a router connects the Eucaris application to the
firewall. Depending on the alternative chosen to protect the messages, a certificate is used

either by the router or by the Eucaris application.

The XML-messages sent over the network are encrypted. The technique to encrypt these
messages is SSL. The messages sent to the back-end are plain text XML-messages since it

is assumed the connection between Eucaris and the back-end is in a protected environment.

Finally, a client application is provided which can be used within a Party to query its own
register or other Parties. The client application connects to Eucaris. The clients will be
identified by means of user-id/password or a client certificate. The connection to a user in

an external organization (e.g. police) may be encrypted. However, this is the responsibility

of each individual Party.

1.2 SCOPE OF THE SYSTEM

The scope of the Eucaris system is limited to the processes involved in the exchange of
information between the Registration Authorities in the Partics and a basic presentation of
this information. Procedures and automated processcs in which the information is to be

used (¢.g. administrative or enforcement processes), are outside the scope of the system.

Parties can choose either to use the Eucaris client functionality or to realise their own
customized client application. In the table below, it is described which aspects of the

Eucaris system are mandatory to use and/or prescribed and which are optional to use

and/or free to determine by the Parties.
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EUCARIS M/O | Remark

aspects ¢

Network concept M | The concept is an “any-to-any” communication.

Physical network M | TESTA

Core application M | The core application of EUCARIS has to be used to connect

to the other Parties. The following functionality is offered by

the core:

= Encrypting and signing of the messages;

= Checking of the identity of the sender;

= Auihornization of Parties and local users;

= Routing of messages;

* Queuing of asynchronous messages if the recipient
service is temporally unavailable;

= Multiple country inquiry functionality;

= Logging of the exchange of messages;

= Storage of incoming messages

Client application O | In addition to the core application the EUCARIS 11 client
application can be used by a Party. When applicable, the
core and client application is modified under auspices of the
EUCARIS organisation.

Security concept M | The concept ts based on XML-signing by means of client
certificates and SSL-encryption by means of service
certificates.

Message M | Every Party has to comply with the message specifications

specifications as set by the EUCARIS organisation and the present
Implementing Agreement and its Annexes c. The
specifications can only be changed by the EUCARIS
organisation in consultation with the Parties.

Operation and M | The acceptation of new Parties or new functionality is under

Support auspices of the EUCARIS organisation. Monitoring and help

desk functions are managed centraily by an appointed Party.

¢ M = mandatory to use or to comply with O = optional to use or to comply “vith
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2. NON FUNCTIONAL REQUIREMENTS

2.1 GENERIC FUNCTIONALITY

In this section the main generic functions have been described in general terms.

Nr.

Description

1.

The system allows the Registration Authorities of the Parties to exchange request

and response messages in an interactive way.

The system contains a client application, enabling end-users to send their requests

and presenting the response information for manual processing

The system facilitates ‘broadcasting’, allowing a Party to send a request to all
other Parties. The incoming responses are consolidated by the core application in
one response message to the client application (this functionality is called a

‘Multiple Country Inquiry’).

The system is able to deal with different types of messages. User roles,

authorization, routing, signing and logging are all defined per specific service.

. | The system allows the Parties to exchange batches of messages or messages

containing a large number of requests or replies. These messages are dealt with in

an asynchronous way.

The system queues asynchronous messages if the recipient Party is temporarily

unavailable and guarantees the deliverance as soon as the recipient is up again.

The system stores incoming asynchronous messages until they can be processed.

The system gives only access to Eucaris applications of other Parties, not to
individual organisations within those other Parties, i.e. each Registration
Authority acts as the single gateway between its national end-users and the

corresponding Authorities in the other Parties.

It is possible to define users of different Parties on one Eucaris server and to

authorize them following the rights of that Party.

10

Information on the requesting Party, organisation and end user are included in the

messages.
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Nr. | Description o :
11{ The system facilitates logging of the exchange of messages between the different

Parties and between the core application and the national registration systems.

12| The system allows a specific secretary, which is an organisation or Party explicitly
appointed for this task, to gather logged information on messages sent/received by
all the participating Parties, in order to produce statistical reports.

13] Each Party indicates itself what logged information is made available for the

secretary and what information is ‘private’.

141 The system allows the National Administrators of each Party to extract statistics

of use.

15{ The system enables addition of new Parties through simple administrative tasks.

2.2 USABILITY

Nr. | Description

16{ The system provides an interface for automated processing of messages by back-
end systems/legacy and enables the integration of the user interface in those

systems (customised user-interface).

17} The system is easy to learn, self explanatory and contains help-text.

18] The system is documented to assist Parties in integration, operational activities
and future maintenance (e.g. reference guides, functional/technical

documentation, operational guide,....).

19} The user interface is multi-lingual and offers facilities for the end-user to select a

preferred language.

20] The user interface contains facilities for a Local Administrator to translate both

screen-items and coded information to the national language.

2.3 RELIABILITY

Nr. | Description

21{ The system is designed as a robust and dependable operational system which is

tolerant to operator errors and which will recover cleanly from power cuts or other
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Nr.

Description

disasters. It must be possible to restart the system with no or minimal loss of data.

22

The system must give stable and reproducible results.

23

The system has been designed to function reliably. It is possible to implement the
system in a configuration that guarantees an availability of 98% (by redundancy,

the use of back-up servers etc.) in each bilateral communication.

24

It is possible to use part of the system, even during failure of some components (if
Party C is down, Parties A and B are still able to communicate). The number of

single points of failure in the information chain should be minimised.

25

The recovery time after a severe failure should be less than one day. It should be

possible to minimise down-time by using remote support e.g. by a central service
desk.

2.4 PERFORMANCE

Nr.

Description

26

The system can be used 24x7. This time-window (24x7) is then also required from

the Partics legacy systems.

27

The system responds rapidly to user requests irrespective of any background
tasks. This is also required from the Parties legacy systems to ensure acceptable

response time. An overall response time of 10 seconds maximum for a single

request is acceptable,

28

The system has been designed as a multi-user system and in such a way that

background tasks can continue while the user performs foreground tasks.

29

The system has been designed to be scaleable in order to support the potential
increase of number of messages when new functionality is added or new

organisations or Parties are added.

2.5 SECURITY

Nr.

Description

30

The system is suited (e.g. in its security measures) for the exchange of messages
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Nr. | Description
containing privacy-sensitive personal data (e.g. car owner/holders or driving
licence holders), classified as EU restricted.

31| The system is maintained in such a way that unauthorised access to the data is
prevented. ;

32| The system contains a service for the management of the rights and permissions of
national end-users.

33| Parties are able to check the identity of the sender (at Party level), by mc;:ans of
XML-signing.

34| Parties must explicitly authorise other Parties to request specific information,
enabling the exchange of information both within and outside the scope of a
specific treaty or directive.

35} The system provides at application level a full security and encryption policy
compatible with the level of security required in such situations. Exclusiveness
and integrity of the information is guaranteed by the use of XML-signing and
encryption by means of SSL-tunnelling.

36! All exchange of messages can be traced by means of logging.

37| Protection is provided against deletion attacks (a third party deletes a message)
and replay or insertion attacks (a third party replays or inserts a message).

38{ The system makes use of certificates of a Trusted Third Party (TTP).

39] The system is able to handle different certificates per Party, depending on the type
of message or service. L

40| The security measures at application level are sufficient to allow the use of non
accredited networks.

41| The system is able to use novice security techniques such as an XML-firewall.

2.6 ADAPTABILITY

Nr.

Description

42

The system is extensible with new messages and new functionality (e.g. name
matching algorithms). The costs of adaptations are minimal. Due to the centralised

development of application components.
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Nr.

Description

43

MS are able to define new message types for bilateral use. Not all Parties are
required to support all message types.

2.7 SUPPORT AND MAINTENANCE

Nr.

Description

44

The system provides monitoring facilities for a central service-desk and/or

operators concerning the network and servers in the different Parties.

45

The system provides facilities for remote support by a central service-desk.

46

The system provides facilities for problem analysis.

47
48

The system can be expanded to new Parties.

The application can easily be installed.

49

The system provides a permanent testing and acceptance environment.

50

The annual costs of maintenance and support has been minimised by adherence to
market standards and by creating the application: in such a way that as little

support as possible from a central service-desk is required.

2.8 DESIGN REQUIREMENTS

Nr.

Description

51

The system is designed and documented for an operational lifetime of many years.

52

The system has been designed in such a way that it is independent of the network

provider.

53

The system is compliant with the existing HW/SW in the Parties by interacting
with those registration systems using standard web service technology (XML,
HTTP, Web services, WSS).

2.9 APPLICABLE STANDARDS

Nr.

Description

54

The system is compliant with data protection issues as stated in Regulation EC
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Nr. |Description

45/2001 (articles 21, 22 & 23) and Directive 95/46/EC.

55| The system complies with the IDA Standards [doc-1].

56) The system supports UTFS.
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Annex C.4

List of contact points for incoming requests

Country Contact point Telephone Fax number e-mail (for
number (for (for operational
operational operational contact)
contact) contact)

Austria Bundeskriminalamt +43 1 24836 +43 1 24836 BMI-II-BK-

Osterreich (Austrian | 85026 951135 SPOC@bmi.
Criminal Intelligence gv.at
Service)
Belgium DIV “Dienst +3222773 +32227740 | Help.divi@m
Inschrijvingen” 792 (DLV) 22 (DIV) obilit.fgov.be
(Vehicle Registration) | +322 2773 +32227740 | (DIV)
777 (ICT) 04 Help.ict@m
obilit.fgov.be
(ICT)
France SCCOPOL “Section +33(0)140 +33(0)140 dcpj-dri-
Centrale de 9788 73 97 82 48 pec@interie
Coopération policiere” ur.gouv.fr
(Criminal
Investigation Police)
Germany KBA “Kraftfahrt- +49 461316 | +49 461 316 pruem@kba
Bundesamt” (Vehicle | 2050 2942 de
Registration)

Luxembour | Centre Informatique + 352 4997 + 352 4997 cin@police.e

g de la Police (Police) 2346 2398 tat.lu

Netherlands | RDW “Rijksdienst +31598693 | +31503656 | servicedesk

(The) Wegverkeer” (Vehicle | 369 462 @rdw.nl

Registration)
Spain Secretaria de Estado | +34915371883 | +34913191228
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de Seguridad
(Ministry of Interior)

+34915371884
+34915372056
+34915372057
+34915372058

+34913191645
+34913197389

cepic@ses.m

ir.es




Annexes D

Police cooperation
Annex D.1

Procedures and contact points for the setting up of
joint operations

Parties which do not use or work with specified procedures where the intervention of a contact

point is necessary for setting up joint operations pursuant to article 24 of the Treaty give relevant
contact points for the setting up of joint operations mentioned below.

AUSTRIA

National contact point according to point 14.2 of the Implementing Agreement:

During office hours:

Federal Ministry of the Interior, General Directorate for Public Security,
Sub-Department 11/2/a

Phone: +431-53126-3411

Fax: +431-53126-10-8638

e-mail: bmi-1{-2-a@bmi.gv.at

Outside office hours:

Federal Ministry of the Interior, Division Il — General Directorate for Public Security, Operations
and Crisis Coordination Centre

Phone: +431-53126-3200 or -3775

Fax: +431-53126-3120

e-mail: bmi-lI-EKC-Permanenzdienst@bmi.gv .at

BELGIUM

1. Joint patrols and joint controls

There is no formal procedure that needs to be followed when setting up a joint patrol or joint
control. It suffices that the operational chiefs of the services involved (in Belgium: the corps chief
of the Local Police or the chief of unit of the Federal Police) come to a verbal or written agreement.
If one does not know how to get in touch with the Belgian operational chief, one should take
contact with the national contact point:




DAO (Directorate of operations concerning administrative police — Officer on .
duty)

Blok G, Fritz Toussaintstraat 47
1050 Elsene

Tel.: + 32 2 642.63.80

Fax: + 322 646.49.40

E-mail: dga-dao@skynet.be.

The operational chiefs make sure that every officer taking part in the operation is well informed
about the mission and the competencies. If necessary, a meeting will be organised to this purpose.

2. Other joint operations
Other joint operations are only possible on request. All requests to the Belgian Police have to be
made by means of the request form below and have to be sent to the national contact point:

DAO (Directorate of operations concerning administrative police — Officer on duty)
Biok G, Fritz Toussaintstraat 47

1050 Elsene

Tel.: + 32 2 642.63.80

Fax: + 32 2 646.49.40

E-mail: dga-dao@skynet.be.

The competent authority in Belgium will immediately take a decision concerning the request. The
decision is sent as quickly as possible in writing to the competent authority of the requesting Party.

When carrying out the joint operation, the cross-border official is in possession of a summary list

of the means and material he brought. He submits it on request to the competent authority of the
host state.

FRANCE

Organisation Municipality Telephone number
Fax number
E-mail

AUSTRIA CCPD Kehl Tel : 0049.7851.8895-0

Fax : 03 9023 13 69

E-mail:

mailto:centro. 2@ 1 .lka.bwl.d
¢ ccpd2-offenbourg. ddpaf-
67@interieur.gouv.fr

or:
fabien.taglang@interieur.gou :
v.fr (Chef détachement P.N.) i




NETHERLANDS

CCPD

Tournai

Tel : 003269 6826 10
Fax :00 32 69 68 26 21
E-mail :
ccpd-tournai.dzaf-
59@interieur.gouv.fr

GERMANY

CCPD

Kehl

Tel : 0049.7851.8895-0
Fax:039023 1369

E-mail:
mailto:centro.lz@|.lka.bwl.d
€ ccpd2-offenbourg.ddpaf-
67(@intericur.gouv.fr

or:
fabien.taglang@interieur.gou
v.fr (Chef détachement P.N.)

SPAIN

CCPD

Hendaye

Tel : 05592093 60
Fax: 05 59 20 59 34
E-matil :

cepd-
hendaye@interieur.gouv.{t B

CCPD

l.e Perthus

Tel : 04 68 83 79 00

Fax: 0468837910

Tel : 05 5920 93 60

Fax : 055920 59 34

E-mail :

cepd-
hendaye(@intericur.gouv.free
pd-scc.le-perthus-
66(dintermel.si.mi

CCPD

Canfranc le
Somport

Tel : 055939 04 85
Fax:05593618 15

E-mail :
cepd.canfranc(@interieur.gou
v.fr

CCPD

Melles Pont du Roy

Tel: 056194 68 40

Fax : 05 61 94 68 48

E-mail :
cepd.melles(@interieur.gouy.
fr

BELGIUM

CCPD

Toumai

el : 003269682610
Fax :00 32 69 68 26 21
E-mail :
ccpd-tournai.dzaf-

LUXEMBURG

CCPD

Luxembourg

J9@interieur.gouv.fr
Tel : 03 82 54 94 30 ou
+352 26 124 300

Fax : 03 82 54 94 39 ou
+352 26 124 199
E-mail : fr{@bccp.ctat.lu




GERMANY
1. Introduction to Article 24

Generally, all offices of the Liander police forces and of the Federal Police may be responsible for
joint operations.

However, this only applies,

e if there are no regulations in place in bilateral and multilateral treaties governing joint
operations that are more specific, and

¢ if the joint operations do not have a direct cross-border link (e.g. operation of Spanish officers
in Germany).

If with respect to a joint operation there is no more specific, contractual rule in place and if there is
no direct cross-border link, these exceptional cases require the consent of the Federal Ministry of
the Interior and/or the affected interior ministries of the Linder.

Paras 1 and 2 of Article 24 are linked with one another in an inseparable context. For all measures
carried out pursuant to para 1, consent must invariably be obtained under para 2 about the scope of
the transfer of sovereign powers, operational modalities and the right of managing the operation
which shall rest with the officials from the host state.

2. Ad Artice 24 (1) - "authorities designated by the Contracting Parties”
Examples of joint operations:

Above all “not time-critical situations" (“Zeitlagen™) (in the run-up to events that can be planned)
such as joint patrols in the border region, joint patrols on the cccasion of special events (e.g.
Lower-Saxons’ Day), joint controls (e.g. to fight intemnational crime such as drug crimes,
trafficking in human beings, property crimes organized by gangs (referred to as checks
“irrespective of whether there is a specific suspicion™), joint intelligence measures / warnings to
potential offenders / fan escorts in the run-up to football matches or other major events.

The principles referred to in 1. shall apply.

Allgemeine Kontaktstellen, auch fiir andere
Vertragsparteien:
direkte grenziiberschreitende Zusammenarbeit)

Bundespolizei Tel.: +49 (0) 261 399 -0
Bundespolizeidirektion Tel.: +49 (0) 261 399 - 250
Roonstr. 13 Fax.:+49 (0) 261 399 -218

D-56068 Koblenz Mail: bpold@polizei.bund.de




3. Ad Article 24( 2) senterce 1 - "consent on exercise of sovereign powers"

Co-operation where consent by the Federal
Ministry of the Interior must be obtained:

Bundesministerium des Innern Tel.: +49 (0) 1888 681-1077

- fiir das Bundeskriminalamt: Fax.:+49 (0) 1888 681-2926
Abteilung Polizeiangelegenheiten; Mail: poststelle@bmi.bund.de
Terrorismusbekampfung

- fiir die Bundespolizei:

Abteilung fiir Angelegenheiten der Tel.: +49(0) 1888 681-0
Bundespolizei Fax: +49(0) 1888 681-1829
Alt-Moabit 101D Mail: poststelle@bmi.bund.de

D-10559 Berlin

Co-operation where consent must be obtained
from a Land interior ministry. In the following
you will find the Biindeslinder, which share
borders with other Priim Contracting Parties

Niedersachsen (N]) Tel.: +49(0) St1 120-6112
Niedersichsisches Ministerium fiir Inneres und Fax.:+49(0) 511 120-6150
Sport Mail: kvl@mi.niedersachsen.de

Lavesalice 6
D-30169 Hannover
Tel.: +49 (0)211 871

Nordrhein-Westfalen (NW) 3340/3341/3342/3343/3344
Innenministerium Nordrhein-Westfalen Fax.:+49 (0)211 871 3231
- Lagezentrum — Mail: lagezentrum@im.nrw.de
HaroldstraBe 5
40190 Diisseldorf
Rheinland-Pfalz (RP) Tel.: +49 (0)6131 16 3599
Ministerium des Innern und fiir Sport Fax.:+49 (0)6131 16 3600
- Lagezentrum - Mail: lagezentrum@ism.rlp.de
Schillerplatz 3-5
55116 Mainz

Tel.: +49 (0) 681 962-1260 bis 1263
Saarland (SL) Fax.:+49 (0) 681 962-1265
Ministerium fiir Inneres, Familie, Frauen und Mail: lagezentrum@innensaarland.de
Sport

Leitstelle, Lagezentrum-
c/o Landespolizeidirektion
Mainzer Str 134 -136
66121 Saarbriicken
Tel.: +49 (0)711 231 3333

Baden-Wiirttemberg (BW) Fax.:+49 (0)711 231 3399
Innenministerium Baden-Wiirttemberg Mail: lagezentrum(@im.bwl.de
Lagezentrum

Dorotheenstralle 6

70173 Stuttgart




Bayern (BY)

Bayerisches Staatsministerium cies Innern
- Lagezentrum -

Odeonsplatz 3

D-80335 Miinchen

Bundeslander, which do not shae a border
with a Priim Contracting Party

Brandenburg (BB)

Miiisterium des Innern des Landes Brandenburg
Lageszentrum der Polizei
Henuing-von-Treskow-Str. 9-13

14467 Potsdam

Berlin (BE)
Senatsverwaltung fiir Inneres
Lagezentrum Berlin

Platz der Liiftbriicke 6

12096 Berlin

Bremen (HB)
Lagezentrum M
Polizei Bremen
In der Vahr 78
28329 Bremen

Hessen (HE)

Hessisches Ministerium des Inneres und fiir Sport
LAGEZENTRUM

Fricdrich-Ebert-Allee 12

D-65185 Wiebaden

Hamburg (HH)
Behorde fiir Inneres
Polizei Hamburg
Fithrungs-und Lagedienst
Bruno-Georges-Platz |
22297 Hamburg

Mecklenburg-Voerpommern (MY)
Innenministerium Mecklenburg-Vorpommem
Arsenal am Pfaffenteich

Lagezentrum

Alexandrinenstrasse 1

19055 Schwerin

Schleswig-Holstein (SH)
Landespolizeiamt

Gemeinsames Lage- und Fithrungszentrum
Miihlen 166

24116 Kiel

Tel.: 0049 (0) 89 2192-20
Fax: 0049 (0) 89 2192-2587
Mail: stmi.lzby@polizei.bayern.de

Tel.: +49 331 866 2871
Fax.:+49 331 866 2879
Mail: lagezentrum(@mi.brandenburg.de

Tel.: +49 30 466 490 7210
Fax.:+49 30 466 490 7299
Mail: izberlint@seninn.verwalt-berlin.de

Tel.: +49 421 362 1854 or 1754
Fax.:+49 421 362 1859
Mail: Lagezentrum{@polizei.bremen.de

Tel.: +49 611 353 2150
Fax.:+49 611 353 1706
Mail: Izhessen{@hmdi.hessen.de

Tel.: +49 40 4286 66055

Fax.:+49 40 4286 66049

Mail: FLDI-
FLD2@POLIZELHAMBURG.DE

Tel.: +49 385 588 2471 (bis -2479)
Fax.:+49 385 58% 2480 (oder 2481)
Mail: lagezentrum@im.mv-regierung.de

Tel.: +49 431 160 61111
Fax.:+49 431 160 61199
Mail: lob.zifzt@polizei.landsh.de

Tel.: +49 351 564 3775 oder 3776 -




Sachsen (SN) Fax.:+49 351 564 3779

Siachsisches Staatsministerium des Enern Mail:

Landespolizeiprisidium Platz2.Lagezentrum@smi.sachsen.de
Lagezentrum

01095 Dresden

Sachsen-Anhalt (ST) Tel.: +49 391 567 5292

Fax.:+49 391 567 5290
Mail: lagezentrum(@mi.lsa-net.de

Ministerium des Innern

des landes Sachsen-Anhalt

Lagezentrum

Halberstidter Str 2/Am Platz des 17. Juni
39112 Magdeburg

Tel.: +49 361 37 93 616
Fax.:+49 361 37 93 686
Mail: Lagezentrum{@tim.thueringen.de

Thiiringen (TH)

Thiiringer Innerministerium
Abteilung 4

-Lagezentruni-
Andrcassirasse 38

99084 Erfurt

LUXEMBOURG

The Luxembourg law does not provide for a formal procedure to be accomplished for the setting up
of joint operations within the meaning of article 24 of the Treaty. It suffices that the operational
chiefs - for Luxembourg the Director General of the Grand-Ducal Police or his representative - of
two ore more Parties involved come to an agreement. In any circumstance, contact should be taken
first with the Operations Department of the Grand-Ducal Police which is the national contact point
provided for by point 14.2 of the Implementing Agrecement; it can be contacted as follows:

Police Grand-Ducale

Direction des Opérations

Adresse : !, ruc Marie et Pierre Curie
L-2957 LUXEMBOURG

Tel.: +352 4997 - 2310
Fax : +352 4997 - 2399
E-mail :  dop@police.etat.lu
THE NETHERLANDS

Competent authorities: Police and Royal Constabulary (Koningklijke Marechaussee)

Memberstates Organisation Central point of Telephone number “

contact Fax number

E-mail

AUSTRIA Korps Landelijke Hoofdstraat 54 Tel:(0031)0)343 535759
BELGIUM Politie Diensten Postbus 100 Fax(0031)X0)343 518180
GERMAMY (KLPD) 3970 AC Driebergen | E-Mail:ccb-
FRANCE Department for klpd@kipd.politie.nl
LUXEMBURG Conflict and




SPAIN Crisismanagement Kamp Nieuw Tel: (0031)X0)577455766
Millingen Fax:(0031)0)577455763
Koninklijke Postbus 59
Marechaussee 3886 ZH
(Royal Marderen
Constabulary)
Commander of
National and Foreign
Squads
SPAIN

National legislation and competencies in accordance to joint operations.

The Spanish legislation about joint operations is collected in the next legislation:

»

>

»

Law 11/2003 about the joint investigations teams. This is the national law under the Frame
Decision of 13 of June of 2002

Tte development of article 40 “over border surveillance™ we have the i1ales for this cases in
the frame of the Schengen space. Here we have rules for the normal or urgent surveillance
always under a judicial investigation, the type of criminal offences includes in this
modality of cooperation, the Spanish competent authorities and the steps to do for using
this surveillance and models of documents.

Agreement with Portugal about joint and coordinate mobile controls of people.

We have no rules for other kinds of joint operations like joint patrols or similar.

In Spain we have many Treaties with different countries in order to improve the cooperation. We

can highlight the next:

With Portugal:

o Agreement about readmission people in irregular situation signed the February 15,
1993 (Annexed)
Agreement about mobile controls signed the January 17, 1994. (Annexed)
Agreement about civil and penal matters signed the November 19, 1997 (Annexed)
Agreement about hot pursuit signed the November 30, 1998 (Annexed)
Agreement about border cooperation in police and custom matters signed the
November 19, 2005 (Annexed)

c o0 o ©

With France
o Agreement about border cooperation in police and custom matters signed the July
7, 1998 (Annexed)
o Agreement about readmission people in irregular situation signed the November
26, 2002 (Annexed)
o Rules of organization and running of Cooperation Center (We have only in paper




NATIONAL CONTACT POINT

The national contact point in Spain is:

CENTRO PERMANENTE DE INFORMACION Y COORDINACION ( CEPIC )
situated in:

Gabinete de Coordinacion

Calle Amador de los Rios, 2

28010 MADRID- ESPANA

And the coordinates are: Phone numbers: +34 915371 883
+34915371 884
+34 915372 056
+34915 372057
+34915372 058

FAX: +34913 191 228
+34913 191 645
+34913 197 389

MAIL: cepic{@ses.mir.es

Model Request form
for joint operations on the basis of article 24 of the Treaty

Requesting Party:

U The Kingdom of Belgium, represented by the Directorate of the National Contact Point
DGA/DAO

or

0 The Federal Republic of Germany, represented by ...

or

u The Kingdom of Spain, represented by ...

or

Q The French Republic, represented by ...

or

Q The Grand Duchy of Luxembourg, represented by the Director General of the Grand-Ducal

Police or his representative

or

Q The Kingdom of the Netherlands, represented by ....

or

a The Republic of Austria, represented by ...

requests

o The Kingdom of Belgium, represented by the Directorate of the National Contact Point
DGA/DAO
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gr The Federal Republic of Germany, represented by ...

gr The Kingdom of Spain, represented by

gr The French Republic, represented by ....

gr The Grand Duchy of Luxembourg, represented by the Director General of the Grand-Ducal
Police or his representative

gr The Kingdom of the Netherlands, represented by ...

gr The Republic of Austria, represented by ...

for the following:

Q Police intervention by ............... police officers, as detailed in the annex to the present
request, in order to contribute to the maintenance of public order at:

under the operational command of ...
(name and function of the police officer).

0 For agreement:

a The furnishing of means for public order maintenance, as detailed in the annex to the

present request.

These means will be deployed at ...
(name of the place, name of the zone; date);

under the operational command of ...
(nrame and function of the police officer).

Q For agreement:

a The dispatch of ............................. police officers to accompany or operate the material
means for that purpose.

Q For agreement :

Q Other:

Q For agreement:

a One border crossing
a Several border crossings during the following period:
a For agreement:

T
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Sovereign powers

s} Requests to confer to the seconding state’s officers the sovereign powers allowed by the
Host State.

Qa For agreement:

a Requests to allow the Seconding State’s officers to exercise their own sovereign powers in

accordance with the Seconding State’s law. If granted, the seconding state’s officers will
have the same sovereign powers as in their own country.

a For agreement:

Costs

| Each Contracting Party shall bear the costs incurred by its own authorities.
or

n Other proposition for the sharing out of the costs:

a For agreement:

.............................. date) .........coovvieeiiiniiiiiiccciiiniiiiivieeene. . (place)
.................................... (Signature)

agreement

............................... ate) .....ccc.coovviiiiiiiiiiiiiieiiiiieeeee e (place)
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Annex D.2

Authorities to be notified without delay in case of a
cross-border operation in the event of imminent danger, and

contact poiats for the reporting of modifications in the
contact details listed in this Annex.

AUSTRIA
Border with Name of Bundesiand Municipalities Telephone number
or ministry (border Fax number
municipalities are in | E-mail
bold) ]
GERMANY Landespolizeikommand Tel.: +43 (0) 59133
o Oberosterreich - 40-2222
Landesleitzentrale Fax: +43(0) 59133
40-1009
Mail: LPK-
O@polizei.sv.at
Landespolizeikommand Tel.: +43(0) 59133
o Salzburg - 50-2222
Landesleitzentrale Fax: +43 (0)59133
50-1009
Mail: LPK-
S@polizei.gv.at
Landespolizeikommard Tel.: +43(0) 59133
o Tirol - 70-2222
Landesleitzentrale Fax: +43(0)59133
70-1009
, Mail: LPK-
T lizei.gv.at
Landespolizeikommand Tel.: +43 (0) 59133-
o Vorarlberg - 80-2222
Landesleitzentrale Fax: +43 (0)59133-
80-1009
Mail: LPK-
Vv lizei.gv.at
OTHER PARTYS | Federal Ministry of the Phone: +431-53126-
Interior, 3200 or-3775

Division II — General

Directorate for Public

Fax: +431-53126-3120
e-mail: bmi-lI-EKC-
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Security,

Permanenzdienst@bmi.

Operations and Crisis gv.at
Coordination Centre

National contact points or the reporting of changes in the contact details in this Annex:

Federal Ministry of the Interior, General Directorate for Public Security.

Sub-Department [1/2/a

Phone: +431-53126-3411
Fax:  +431-53126-10-8638
e-mail: bmi-H-2-a@bmi.gv.at

BELGIUM

NB: In Belgium, it is necessary to contact both the national centre and the local zone concerned!

National Centre:

DAO

(Direction opérations concernant la police administrative)

Officier de permanence

Blok G, Fritz Toussaintstraat 47
Tél: 02 642 6380

Fax: 02 646 4940

Mail: dga-dao@skynet.be

Local police zone

Border with | Number (and name) of | Municipalities(border  municipalities | Telephone
the policezone are in bold) number
FRANCE PZ 5461 DE PANNE / KOKSIJDE / + 32 (0) 58
WESTKUST NIEUWPOORT 53.30.00
PZ 5459 ALVERINGEM /LO- + 32 (0) 58
L 5POORKIN RENINGE/VEURNE 33.53.11
PZ 5462 HEUVELLAND/IEPER/LANGEMA | + 32 (0) 57
ARRO IEPER RK-POELKAPELLE/ 23.05.00
MESEN/MOORSLEDE/
POPERINGE/
STADEN/VLETEREN/
WERVIK/ZONNEBEKE
PZ 5318 COMINES-WARNETON + 32 (0) 56
: , s 55.96.14
PZ 5455 LEDEGEM /MENEN/ + 32 (0) 56
GRENSLEIE WEVELGEM

«

51.01.11
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PZ 5317 MOUSCRON + 32 (0) 56
86.07.00
PZ 5320 CELLES/ ESTAIMPUIS/ + 32 (0) 69
DU VAL DE | M ONT-DE-L'ENCLUS/PECQ 53.29.30
L’ESCAUT
PZ 5316 TOURNAVANTOING/ + 32 (0) 69
DU TOURNAISIS RUMES/BRUNEHAUT 25.02.50
PZ 5321 BERNISSART/ PERUWELZ + 32 (0) 69
77.20.57
PZ 5329 DOUR/HENSIES/HONNELLES/ + 32 (0) 65
DES HAUTS- PAYS | QUIEVRAIN 65.20.25
PZ 5327 BOUSSU/COLFONTAINE/ + 32 (0) 65
BORAINE FRAMERIES/ QUAREGNON/ 61.00.20
SAINT-GHISLAIN
PZ 5324 MONS/QUEVY + 32 (0) 65
40.43.00
PZ 5333 ERQUELINNES / + 32 (0) 71
LERMES ESTINNES/LOBBES/MERBES 59.76.30 |
PZ 5334 BEAUMONT/ CHIMAY/ + 32 (0) 60
BOTTE DU | FROIDCHAPELLE/ 41.40.70
HAINAUT MOMIGNIES/SIVRY
PZ 5311 COUVIN /VIROINVAL + 32 (0) 60
3 VALLEES 31.03.00
PZ 5315 CERFONTAINE / DOISCHE / + 32 (0) 71
HERMETON ET | PHILIPPEVILLE 66.02.11
HEURE
PZ 53i2 ANHEE / DINANT/ HASTIERE/ + 32 (0) 82
HAUTE-MEUSE ONHAYE/YVOIR 21.42.98
PZ 5310 BEAURAING /BIEVRE/ + 32 (0) 61
HOUILLE-SEMOIS GEDINNE/VRESSE-SUR-SEMOIS | 58.70.26
PZ 5302 BERTRIX/BOUILLON/ + 32 (0) 61
SEMOIS ET LESSE DAVERDISSE/ 46.60.07
HERBEUMONT/ LIBIN/ PALISEUL
/ SAINT-HUBERT/ TELLIN /
WELLIN
PZ 5299 CHINY /ETALLE/ + 32 (0) 63
DE GAUME FLORENVILLE/ 58.99.30
MEIX-DEVANT VIRTON/
ROUVROY/
TINTIGNY / VIRTON
PZ 5298 AUBANGE /MESSANCY/ + 32 (0) 63
SUD- MUSSON/SAINT-LEGER 38.02.54
LUXEMBOURG
Germany PZ 5292 EUPEN /KELMIS/ + 32 (0) 87
WESER-GOHL LONTZEN/RAEREN 59.55.00
PZ 5290 LIERNEUX / MALMEDY / + 32 (0)80
STAVELOT- STAVELOT / STOUMONT / TROIS- | 28.18.00
MALMEDY PONTS /WAIMES
PZ 5291 AMEL /BULLINGEN/ + 32 (0) 80
EIFEL BUTGENBACH/ 28.14.10
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BURG-REULAND/
SANKT-VITH
LUXEM- | PZ5298 AUBANGE /MESSANCY/ + 32 (0) 63
BOURG SUD- MUSSON/SAINT-LEGER 38.02.54
LUXEMBOURG
PZ 5297 ARLON / ATTERT / HABAY / + 32 (0) 63
MARTELANGE 60.84.49
PZ 5301 BASTOGNE / BERTOGNE / + 32 (0) 6l
CENTRE ARDENNE | FAUVILLERS/LEGLISE/ 24.12.11
LBRAMONT-CHEVIGNY/
NEUFCHATEAU/
SAINTE-ODE / VAUX-SUR-SURE
PZ 5300 DURBUY / EREZEE / GOUVY / +32 (0)84
FAMMENE- HOTTON / HOUFFALIZE / 31.03.11
ARDENNE LAROCHE-EN-ARDENNE/
MANHAY / MARCHE-EN-
FAMENNE/NASSOGNE/ ,
RENDEUX/TENNEVILLE/VIELSAL
M
PZ 5291 AMEL /BULLINGEN/ + 32 (0) 80
EIFEL BUTGENBACH/ 28.14.10
BURG-REULAND/
SANKT-VITH
NETHER- | PZ 5446 DAMME / KNOKKE-HEIST + 32 (0)50
LANDS 61.96.00
PZ 5424 MALDEGEM + 32 (0)50
72.71.60
PZ 5417 EEKLO / KAPRIKE/ + 32 (009
MEETJESLAND SINT-LAUREINS 376.46.46
CENTRUM
PZ 5421 ASSENEDE / EVERGEM v 32 (09
257.00.10
PZ 5416 LOCHRISTI /MOERBEKE + 32 (09
REGIO / WACHTEBEKE / ZELZATE 355.74.40
PUY ENBROECK
PZ 5431 SINT-GILLIS-WAAS/STEKENE |+ 32 (0)3
470.27.30
PZ 5430 BEVEREN + 32 (0)3
BEVEREN 750.14.11
PZ 5345 ANTWERPEN + 32 (0)3
202.55.11
PZ 5348 KAPELLEN / STABROEK + 32 (0)3
NOORD 660.09.30
PZ 5350 ESSEN / KALMTHOUT / + 32 (0)3
GRENS WUUSTWEZEL 620.29.29
PZ 5363 HOOGSTRATEN / MERKSPLAS/ |+ 32 (0)3
NOORDER-KEMPEN | RIJKEVORSEL 340.88.00
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PZ 5364 BAARLE-HERTOG / BEERSE / + 32 (0) 14
REGIO TURNHOUT | KASTERLEE / LILLE / OUD- 40.85.50
TURNHOUT / TURNHOUT /
VORSELAAR
PZ 5367 ARENDONK / RAVELS / RETIE + 32 (0)14
KEMPEN NOORD- 40.40.60
0QOST
PZ 5368 BALEN / DESSEL / MOL + 32 (0)14
33.07.00
PZ 5371 LOMMEL + 32 (0)11
54.43.60
PZ 5372 HAMONT-ACHEL /NEERPELT/ |+ 32 (0)I1
HANO OVERPELT | 44.0820
PZ 5385 BOCHOLT / BREE / KINROOI / + 32 (0)89
NOORD-OOST MEEUWEN-GRUITRODE 48.06.30
LIMBURG
PZ 5383 DILSEN-STOKKEM / MAASEIK + 32 (0)89
MAASLAND 56.92.11
PZ 5387 MAASMECHELEN + 32 (0)89 76
97 00
PZ 5386 LANAKEN +32 (0)89
71.22.23
PZ 5381 BILZEN / HOESELT / RIEMST + 32 (0)89 51
93 00
PZ 5281 BASSENGE/BLEGNY/DALHEM/ |+ 32 (0)4
BASSE-MEUSE JUPRELLE / OUPEYE / VISE 374.88.00
PZ 5382 VOEREN + 32 (04
381.10.11
PZ 5288 AUBEL/BAELEN/HERVE/LIMBOU | + 32 (0) 87
PAYS DE HERVE RG/OLNE / PLOMBIERES / 68.02.40
THIMISTER-CLERMONT /
WELKENRAEDT

National contact points for the reporting of changes in the contact details listed in this Annex:

Police Fédérale belge

Direction de la politique en matiére de coopération policiére internationale (CGI)
Square Victoria Regina 1, 1210 Bruxelles

Tél.: +32 2223 98 50

Fax: +322223 98 §2

E-mail: cg.cgi.srt@police.be

FRANCE

FBorder with TOrganisation ] Municipality l Telephone number
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Fax number
E-mail

ITALY

CCPD

Vintimille

Tel : 0492 41 15 70/71/72
Fax :049241 1574
E-mail :
ccpd-vintimille.ddpaf-
06@interieur.gouyv.fr

CCPD

Modane

Tel: 04 79 05 42 42
Fax :04 79 05 42 40
E-mail :
ccpd-modane-

73@wanadoo.fr

GERMANY

CCPD

Kehl

Tel : 0049.7851.8895-0
Fax : 039023 13 69
E-mail:
mailto:centro.lz(@1.lka.bwl.
de ccpd2-offenbourg.ddpaf-
67@interieur.gouv.fr

or:
fabien.taglang(@interieur.go
uv.fr (Chef détachement
P.N)

SWITZERLAND

CCPD

Genéve Cointrin

Tel: 04 5028 47 00
Fax :04 5028 47 19
E-mail :

ccpd-geneve.ddpaf-

0] @interieur.gouv r

SPAIN

CCPD

Hendaye

Tel: 05592093 60

Fax: 0559 20 59 34
E-mail :

ccpd-
hendaye@interieur.gouv.fr

CCPD

Le Perthus

Tel : 04 68 83 79 00

Fax : 04 68 83 79 10

Tel : 05592093 60

Fax : 05 59 20 59 34
E-mail :

ccpd-
hendaye@interieur.gouv.frc
cpd-sec.le-perthus-
66@intermel.si.mi




-18 -

CCPD

Canfranc le Somport

Tel : 05 59 39 04 85

Fax : 05593618 15
E-mail :
ccpd.canfranc(@interieur.go
uv.fr

CCPD

Melles Pont du Roy

Tel : 05 61 94 68 40

Fax : 0561 94 68 48
E-mail :
ccpd.melles@interieur.gou

v.ir

BELGIUM

CCPD

Tournai

Tel : 00 32 69 68 26 10
Fax :00 32 69 68 26 21
E-mail :
ccpd-tournai.dzaf-
S9@intericur.gouv. fr

LUXEMBOURG

CCPD

Luxembourg

Tel : 03 825494 30 ou
+352 26 124 300
Fax : 03 82 5494 39 ou
+352 26124 199

E-mail : fr@bcep.etat.lu

National contact points for the reporting of changes in the contact details listed in this Annex:

Etat Major de la Direction Centrale de la Police aux Frontiéres
Centre d’information et de Commandement
Te': +33 140076695

Fax: +33 142651585

E-mail: cic.dcpaf@interieur.gouv.fr

GERMANY

The officers crossing the border must notify the competent local police operations centre of the
Linder police forces or the Federal Police.

Examples for border crossings:

“Ad hoc situations” when officers find suicidal or helpless persons, in case of traffic accidents, or
when officers observe crimes with imminent danger for life and limb

Border with Organisation Municipality Telephone
number
Fax number
E-mail

All borders with Local contactpoints of the | All municipalities at the

the Priim Partners

police (Police of the Linder

borders with the Priilm
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(AT,FR, LU, BE, and Bundespolizei) partners
NL)
In the event of a border
crossing, the competent
local Police
Communications Centre of
the Land policu forces or of
the Federal Police must be
informed without delay

LY T T BT

National contact points for the reporting of changes in the contact details listed in this Annex and
changes of contact details of the Linder police forces :

Bundeskriminalamt

65173 Wiesbaden

Tel: +49 611 55 13101
Fax:+49 611 55 12141;
E-mail: mail@bka.bund.de

LUXEMBOURG

Authority to be notified without delay in case of a cross-border operation in the event of imminent
danger:

Police Grand-Ducale
Direction des Gpérations
Centre d’Intervention National (CIN)
Adresse : 1, rue Marie et Pierre Curie
L-2957 LUXEMBOURG
Tel.: + 352 4997 - 2323
Fax : + 352 4997 - 2398
E-mail : cin(@police.etat.lu
National contact point for the reporting of changes in the contact details listed in this Annex:

Police Grand-Ducale
Direction des Opérations et de la Prévention
Adresse : 1, rue Marie et Picrre Curie

L- 2957 LUXEMBOURG
Tel.: + 352 4997 - 2310
Fax: + 352 4997 -2399

E-mail: dop(@police.etat.lu

THE NETHERLANDS

Border with Organisation Contact details Telephone number
Fax number
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E-mail
BELGIUM Korps Landelijke Hoofdstraat 54 Tel: (0031)0)343536366
GERMANY Politiediensten Postbus 100 Fax:(0031X0)343518180
(KLPD) (Police) 3970 AC Dricbergen | E-
Bureau Conflict-en mail:ccb.klpd@klpd.politi
Crisisbeheersing e.nl

Or:

Local contactpoints
of the regional
policeforces

In the event of a
border crossing, the
competent regional
Police
Communications
Cenire
(Gemeenschappelijk
e meldkamer) must
be informed
immediately

National contact points for the reporting of changes in the contact details listed in this Annex:

Korps Landelijke Politie Hoofdstraat 54 | Tel: (0031)0)343536366
Diensten (KLPD) Postbus 100 Fax:(0031)0)343518180
Department for Conflict 3970 AC E-mail:ccb kipd@klpd.politie.nl
and Crisismanagement Driebergen

SPAIN

The specified authorities to notify in the frame of the Treaty will be:
» The operational units mentioned in tk:> Schengen agreement with France.
» Cooperation Centre between Spa. « ~d France situated in:

Border with Organization Municipality Telephorie number

rax number

E-mail

Timetable

FRANCE cceD LE PERTHUS / LA | Tel: 0033 468 837913
JUNQUERA Fax: 00 33 468 837920
E-mail:

gi-smd-girona-
ccpaf@guardiacivil.org
Timetable:

Monday — Friday 08:00 -
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20:30

CCPD

HENDAYA / IRUN

Tel: 60 33 559 209360 /
00 34 696 909738

Fax:00 33 559 205934
E-mail:

ss-ccpa-
hendaya@guardiacivil.org
Timetable: 24 hours a day

CCPD

SOMPORT (Huesca)

Tel: 00 34 974 373572
Fax:00 34 974 373573
E-mail:

hu-cmd-huesca-
ccpasomport(@guardiacivi

Lorg
Timetable:24 hours a day

CCPD

MELLES - PONT DU ROY

Tel: 00 33 561 892962 /
00 33 561 946840

Fax: 00 33 561 892639
E-mail:  l-ccpa-
mellesi@guardiacivil.org,

Timetable:

Monday — Friday  08:00
-21:00

Saturday — Sunday 09:00
- 17:00




943-27661
(switchboard) ss-cmd-
GUIPUZCOA C/ Barachategui, 59 943-297918 943- sansebast.ial?— -
20015 - San Sebastian | Operational 292134 | cos@guardiacivil.
Service Center org
(COS)
Avda. Galicia, 2 9qg. | na<cmd-pamplona-
NAVARRA 31003 — Pamplona 948-296850 296360 cos@guardiacivil,
S org
Avda. Martinez Velasco, | 974-210074 974- hu-cmd-huesca-
HUESCA 83 974-210105 211238 cos@guardiacivil.
22004 — Huesca 974-210252 org
973-249008 973- Lemd-lleida-
LLEIDA C/ Libertad, 3 (switchboard) 228422 regmguardiaci
25071 — Lleida 973-245633 973- o
(COS) 246078 vilorg
972-208650
C/ Emilio Grahit, 52 | SWitehboard) 972. |  semd=
GIRONA . 972-484012 girona@guardiaciv
17003 - Girona 484000 ;
(COS) il.org
972-426066
REGION UNIT ADRESS TELEFONO FAX
Pais Vasco Headquarters of | C/José M 34.943.454800 34.943.457855
San Sebastian Salaverria, s/n
Navarra Headquarters of | C/ General 34.948.299700 34.948.223326
Pamplona Chinchilla, 3
Aragon Headquarters of | C/ Ricardo Arco, | 34.974.245400 34.974.243320
Huesca 7
Cataluna Headquarters of | C/ Sant Pau, 2 34.972.220025 34.972.201149
Girona
Cataluna Headquarters of | C/ Paseo de 34.973.264799 34.973.264799
Lleida Ronda, 54

National contact points for the reporting of changes in the contact details listed in this Annex:

CENTRO PERMANENTE DE INFORMACION Y COORDINACION (CEPIC)

situated in: Gabinete de Coordinacion
Calle Amador de los Rio§, 2
28010 MADRID- ESPANA




Phone numbers:

+34915371 883
+34 915371 884
+34 915372 056
+34 915372 057
+34 915372 058

-23.

FAX: E-MAIL:

+34 913 191 228 cepic@ses.mir.es
+34 913 191 645

+34 913 197 389
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Annex D.3

Particular arms, ammunition and equipment which are
prohibited to be carried according to
article 28 paragraph 1, 3" phrase of the Treaty

Particular arms, ammunition and equipment which are
prohibited to be used and the legal aspects according to
article 28 paragraph 2 of the Treaty

Practical aspects of the use of arms,
ammunition and equipment according (v
article 28 paragraph 5 of the Treaty

AUSTRIA

There are no prohibitions in Austria regarding article 28 paragraph 1, 3™ phrase and article 28
paragraph 2 of the Treaty.

LEGAL AND PRACTICAL CONDITIONS OF THE USE OF ARMS, AMMUNITION
AND EQUIPMENT

Use of means of force and service weapons is regulated in the Federal Law of 27 March 1969 on
the 'Use of Weapons by Officers of the Federal Police, Federal Gendarmery and police at
community level ("Use of Weapons Act 1969)"; Federal Law Gazette No. 149/1969 (in the version
of Fed.Law Gazette No. 146/1999).

§ 2. Officers of the Federal Police, Federal Gendarmery and police at community level are
authorized to make use of their service weapons if the need arises when exercising their duty

1. in case of justified self-defence;

2. to overcome resistance against justified law enforcement intervention;

3. to enforce a lawful arrest;

4. to prevent the escape of a detained person;

5. to avert any form of danger.

§ 3. Service Weapons in the meaning of this Federal Law are
1. rubber truncheons, and other truncheons for police interventions,
2. tear gas and other irritants, which cause only a short-term health impairment
3. water canons,
4. firearms, as listed in category ., para. 1 and 2 of the Annex I to the State Treaty concerning
the Restoration of an Independent And Democratic Austria, Federal Law Gazette No.
152/1955, which support the officers listed in § 2 to fulfil their duty as instructed by their
superior authority or their service.
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§ 4. Use of arms is admissible only, if lesser measures, such as the order to restore lawful
condition, threat of use ot firearms, pursuit of a fugitive, use of physical force, or other available
lesser means, such as handcuffs or technical barriers, have proven unsuitable or ineffective.

§ 5. If different types of weapons are at disposal, only that weapon that appears least dangerous but
still effective under the prevailing circumstances, may be used.

§ 6. (1) Use of weapons directed against human beings may only serve the purpose to make an
individual incapable of resisting or fleeing. In cases as outlined in § 2, para. 2-to 5, the damage
expected by use of weapons must not be disproportionate to the intended effect.

(2) Each weapon must be used with the greatest possible caution and care for human beings and
property. Weapons may be directed against human beings only, if use of weapons against property
would be ineffective.

Life-threatening Use of Weapons

§ 7. Use of weapons presenting a threat to life of human beings is admissible only:

1. in case of justified self-defence to defend a human being;

2. to suppress a riot or insurgence;

3. to enforce an arvest or prevent the escape of an individual strongly suspected of a crime than can
only be committed deliberately and is liable to a prison term of more than one year, which in itself
or in connection with the suspect's behaviour during ar-est or escape shows there is a general
security risk to the state, to himself or property;

4. to enforce arrest or prevent the escape of a mentally deranged person who poses a general
security risk to himself or property.

§ 8. (1) A distinct warning must be given immediately before life-threatcning use of weapons
against human beings. If there is a crowd, the warning must be repeated. firing a warning shot also
counts as warning.

(2) Life-threatening use of weapons is admissible only, if there is no risk for innocent by-standers,
unless it appears inevitable in order to prevent a crowd from violent actions, posing a direct or

indirect security risk to individuals.

(3) In case of justified self-defence, the provisions of paragraphs 1 and 2 do not apply.

Use of other means than service weapons and of means having the effect of a weapon

§ 9. If a suitable service weapon is not available, also other weapons, or means having the effect of
a weapon, may be used by applying the provisions of the federal law mutatis mutandis.

?
a



BELGIUM

Particular arms, ammunition and equipment which are prohibited to be carried:

For the cross-border operations provided in article 25: no prohibitions in Belgium

For the other forms of cross-border operations: police officers are allowed to carry the arms,
ammunition and equipment that they are allowed to use in Belgium.

Particular arms, ammunition and equipment "vhich are prohibited to be used:
Belgium permits the use of the arms, ammunition and equipment listed in Annex 2 of the Treaty.
The Seconding State’s officers operating on Belgian territory should take into account the
following principles:
* Belgium does not permit the use of firearms with a calibre that exceeds 9 mm;
e Belgium does not permit the use of firearms in fully automatic mode;
¢ Belgium does not permit the use of 2ny type of handcuffs that can injure the apprehended
person;
e Belgium permits the use of pepperspray but does not permit the use of tear gas
Chloroacetophone (CN),
e Belgium does not permit the use of electric truncheons but permits the use of ordinary

truncheons;
e Belgium does not permit the use of TASER).

Legal and practical conditions of the use of authorised arms, ammunition and equipment (art. 28).

1.  Self defence
Art 38 Law on the police function

Without prejudice to Art 37, police officers are only allowed to use firearms against people if
they are acting in self-defence.

Art 416 of the penal code

Committing homicide or assault in legitimate self-defence may not be regarded as a crime or
as an offence.

Explanation of Art 416 of the penal code.

o Self-defence applies to everybody, not only police officers.

. Acts of self-defence may occur against all kinds of violence, not only against
firearms.

. In order to be regarded as self-defence, any situation has to fulfil the following

requirements:
* The assault has begun or is about to begin.
The victim must not necessarily be in danger of life. Running a real and grave risk of
being injured or wounded is sufficient.
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* The assault is illegal.
There is no self-defence against legal and justified assault. For instance, it is not
allowed to use violence against legal police actions.

* The assault must be committed against people.
In art 416 of the penal code, insults are not regarded as assaults against people.

* Self-defence must be necessary and proportional.
If self-defence goes beyond the necessary limits, if the defence is more violent than
the assault, it becomes an assault itself. As far as proportionality is concerned, the
consequences of the use of a weapon must always be taken into account. For
instance, hitting someone’s head with a claw may be as lethal as a gunshot. If you
are not in a position to defend yourself in another way and if you are in danger of
life, the use of a firearm is then justified.

* Defence must occur at the same time as the assault.
Self-defence must not be a vengeance and, consequently, occur when the assault is
over.

Art 417 of the penal code

Besides the provision of Art 416 of the penal code, two other cases can be regarded as self-
defence. They are explained in Art 417 of the penal code:

Both following cases may be regarded as legitimate self-defence:

1. If homicide or assault has been committed while repelling, at night, someone
climbing a fence or a wall or breaking into an occupied house or flat or their
outbuildings, unless a constable considers that the person who climbed or broke in did
not have the intention of making a murder attempt, either beiore his‘her acts or as a
consequence of the resistance of the occupants.

2. If the fact occurred while defending oneself against authors of theft or looting with
assault and battery.

Giving a warning.

In accordance with article 37 of the law on the police function, any resort to force must be
preceded by a warning, unless this warning makes it ineffective.

The important point here is that we can use a firearm in a preventive and repressive way. The
preventive use of the firearm includes intimidating the opponent. In this case, no shot is fired.
The firearm is only used preventively.

The repressive use can be subdivided into three parts:

a. Intimidation shot. An intimidation shot is fired when the policeman is not directly
threatened. He fires in the air to intimidate the opponent.

e e A St WA 4 ereos 1
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b. Warning shot. A warning shot is fired when the policeman is threatened. In this case, he
does not fire at the opponent.

c. Shot at people, animals or objects. This may occur in self-defence or in the other cases
provided for in the law on the police function.

In brief, we can state that the use of force is preceded by a warning. This waming may be a verbal
order or a wamning shot, unless this warning makes the resort to force ineffective or in case of self-
defence.

2. The use of force

In Belgium, firearms and ammunition can only be used in case of legitimate defence. In
accordance with Art 28, paragraph 2 of the Treaty, however. the Belgian officer in charge of the
operation may, in individual cases, give permission to use the other authorised arms and equipment
for purposes going beyond the legitimate defence. However, the use of these arms and equipment
will always have to be in accordance with the Belgian national law.

Art 37: Law on the police function

In the exercise of his duties, any police officer may resort to force, on the following
conditions:

1. He has to take all the risks of this resort to force into account;

2. He has to pursue a legitimate objective (that could not be reached otherwise);

3. The resort to force must be sensible and proportional to the pursued objective;

4. The resort to force must be preceded by a warning (unless this warning makes it
ineffective).

Explanation of Art 37.
The first three conditions of Art 37 may come lown to only one word:

1. Opportunity: The policeman must take the risks of the use of force into account, from
both physical and material points of view.
E.g.: During a control, a policeman fires at the tyres of a leaving vehicle but the bullet
misses the target and hits an innocent passenger.

2. Legality: The use of force and coercion is only allowed in the cases and on the conditions
provided for in the law.

E.g.: During an identity check, the person being controlled wants to punch your
colleague. You react immediately by getting the person in a self-defence hold.
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3. Proportionality: If the use of force and coercion is necessary, the less violent and most
appropriate solution will then be chosen.

E.g.: During a fight in a pub, a drunken person takes a bottle and makes as if to hit
another person with it. The drunken person does not react to your verbal warnings. As
this person is drunk and armed, you take your truncheon and try to overcome him.

In short, one always has to consider three questions before resorting to force.
1. Is it legal?
2. Aren’t there any less violent and dangerous means?

3. Are the means proportional to the goal to be achieved?

FRANCE

France does not foresee any restrictions with respect to carrying service weapons, means of force
and other equipment provided they have been handed out by the police administration of the Priim
partners.

While enforcing article 25, the use of weapons and firearms shall be restricted to self defense
situations and only handguns (revolvers and pistol guns) tear gas and truncheons, as long as they
have been handed out by the police administration, will be allowed.

Legal and practical conditions of the usc of arms, ammunition and equipment
Specific conditions under which self defense is admitted.

Requirements for self defense in French criminal law are stated in the articles 122-5 and 122-6 of
the penal code. While the first one explains the general conditions of self defense, the second
describes two particular situations which reacting to will be considered as necessitated by self
defense.

Firstly, self defense is a reaction to protect a victim from an assault and article 122-5 specifies the
details of its two components that are the attack and the counterattack.

The attack has first to be perpetrated against a person, policeman or not. It has then to be
unjustified which obviously is not the case when rebelling against enforcement of the law by the
police. It has last to be real and current which on the one hand, means that using weapons or
firearms to react to a threat cannot be justified by the needs of self defense and on the other hand,
means that using weapons and firearm after the attack is finished would be considered as retaliation
instead of self defense.




For the same reason that just explained the counterattack must be immediate while the assault as
not to be considered as retaliation. It has then to be necessary which means only it could stop the
attack. Finally it has to be commensurate with the attack.

Secondly, self defense is a reaction in order to interrupt a crime or an offense against possessions
while it is being perpetrated. In such a situation article 122-5 states that self defense act has to be
strictly necessary and commensurate with the infringement seriousness as long as it is not a murder.

Article 122-5 states that there is no penal liability for a person acting for self defense needs.

The concerns of article 122-6 are about two particular situations in which the use of weapon or
firearm by a policeman would be presumed as necessitated by self defense.

The first one is related to a case where policeman act to repel out of a lived in property the
perpetrator(s) of a burglary committed by means of a trick or violence.

The second one is related to a situation where policeman act to defend himself against the
perpetrators of a rubbery or of a looting committed with violence.

The presumption stated in article 122-6 is not irrefragable and does not exempt the person acting
for self defense from having respect for particularities specified in article 122-5 such as reacting to
a serious, real and current danger.

Particular situation stated in article 73 of eriminal procedure code.

This article states that any citizen who sees a crime or an offense while it is being committed can
arrest its perpetrator in order to present him to the local police officer. So for a foreign police
officer crossing the French boarder as to enforce article 25 of the Priim treaty can arrest an offender
or a criminal provided that the arrest is done while the infringement is being committed.

GERMANY

Arms, ammunition and equipment prohibited from being carried during cross border operations (art
28)
For all kinds of operations: no prohibitions

Legal and practical conditions of the use of authorized arms, ammunition and equipment:
For Germany are relevant the “Gesetz iiber den unmittelbaren Zwang bei Ausiibung &ffentlicher

Gewalt durch Vollzugsbeamte des Bundes (BGBI. 1 1961, 165; zuletzt gedndert durch Art. 28 V
vom 31.10.2006) and the equivalent laws of the federal Linder.
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LUXEMBOURG

Particular arms, ammunition and equipment which are prohibited to be carried:

For the joint operations and the cross-border operations provided for by the articles 24 and 25 of
the Treaty, there are in principle no prohibitions; the police officers of the other Parties are allowed
to carry the arms, ammunition and equipment which are part of their individual or collective
regular equipment.

For the joint operations provided for by article 24 of the Treaty, the mission statement foreseen in
point 14.1 of the Implementing Agreement may specify some equipment which may not be carried

for a determined operation.

Particular arms, ammunition and equipment which are prohibited to be used:

Luxembourg permits the use of the arms, ammunition and equipment listed in Annex 2 of the
Treaty. The Seconding State’s officers operating on Luxembourg territory should take into account
the following principles:

Legal and practical conditions of the use of authorised arms, ammunition and equipment:

1. Self defence:

Luxembourg police officers - and hence also the police officers of other Parties operating on the
Luxembourg territory within the framework of the Treaty — are in principle submitted to the
general rules of self defence on the basis of articles 416 and 417 of the Penal Code, providing that
homicide or assault committed in legitimate self defence may not be regarded as a crime or as an
offence. Self defence may be practiced not only against fircarms, but against all kinds of physical
violence.

In order to be accepted as self defence, the following conditions have to be fulfilled:
1)  The assault must be illegal.
There is no self defence against legal and justified assault. For instance, it is not allowed to

use violence against legal police actions.

2)  Self defence must occur at the same time as the assault.
Self-defence must begin at the latest when the assauit is still ongoing; any act of defence
started after the assault has ceased is not considered as self defence. Hence, all acts like
physical violence against an offender who is fleeing or vengeance is outside the scope of
self defence.

3) Self-defence must be necessary and proportional.
Acts going beyond the necessary limits to avoid an assault causing the risk of death or
physical injuries may become by itself an assault. The consequences of the use of a weapon
must always be taken into account. For instance, hitting someone’s head with a claw may
be as lethal as a gunshot. If you are not in a position to defend yourself in another way and
if you are in danger of life, the use of a firearm is then justified.
As far as proportionality is concerned, it has to be stressed that an act of defence being
more violent than the assault may also become an assault itself. On the other hand, the
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victim must not necessarily be in danger of life; running a real and grave risk of being
injured or wounded is sufficient.

4)  The assault must consist in physical violence.
All kinds of insults or verbal attacks are not regarded as assault justifying self defence.

5) Self defence has, in principle, to be used in case of an assault against human beings.
The fact of defending a third person against an assault is also considered as self defence if
all the other conditions are fulfilled. Moreover, self defence in order to protect goods is in
theory accepted but the condition of proportionality is in that case difficult to fulfil.
Injuring or even killing a person as defence against a theft for example is in principle never
considered as self defence.

Beside the situation of self defence as such, there are two cases which may be regarded as
legitimate self-defence:
b) If homicide or assault has been committed while repelling, at night, someone climbing
a fence or a wall or breaking into an occupied house or flat or their outbuildings,
unless the person who climbed or broke in did not have the intention of making a
murder attempt, either before his acts or as a consequence of the resistance of the
occupants.
c) If the fact occurred while defending oneself against authors of theft or looting with
assault and battery.

2. The use of police force, independently from self defence as such:

Beside the rules related to self defence, police officers are allowed in Luxembourg to make use of
arms, firearms and other means of constraint according to the conditions provided for by the law of
28* July 1973 concerning the use of weapons and other means of constraint by the members of the
public force in the fight against criminality.

These provisions may me summarised as follows:

Police officers on duty may, if it is absolutely necessary, use firearms and other arms:

1) if they are attacked, with or without arms;

2)  if they are about to help other another person whose life, physical integrity or goods are
considerably endangered;

3) if it is the only mean to defend, against an armed or unarmed attack, persons, posts, buildings
or other installations which they are to protect;

| ki

4)  if persons, who have been summoned twice to stop by the call “stop, police !”, don’t stop or
if they cannot be stopped otherwise; however, in that second case, the use of weapons is only
justified if there are reasonable grounds to believe:

a) that these persons, identified or not, have committed a crime;

b)  that these persons are researched on the basis of an arrest warr..at for crime;

c) that these persons are fleeing prisoners or indicted persons.

Police officers may also use their weapons under the above mentioned conditions:
1)  against persons who are fleeing after an attack and who don’t after having been summoned
to stop;




2)

3)
4)

to push back person trying to take possession of prisoners, seized or confiscated goods and
evidence after having been summoned to desist;

if there are no other means to stop a vehicles, boat or aircraft;

to prevent the imminent commission of a crime or offence.

The above mentioned use of weapons is also allowed to protect transports of money and other
similar values.

The detailcd provisions of the abovementioned law of 28" July 1973 are listed hereunder in
excerpts in French and German.

Loi du 28 juillet 1973 réglant 1'usage des armes et autres moyens de contrainte par les
membres de la force publique dans la lutte contre la criminalité.
(Extrait)

Art. 1. Dans I’exercice de leurs fonctions, les membres de la police grand-ducale peuvent,

en cas de nécessité absolue, faire usage des armes blanches ou des armes a feu dans les cas

suivants:

5)  lorsque des violences ou voies de fait sont exercées contre cux, ou lorsqu’ils sont
attaqués mé€me sans armes ou qu’ils sont menacés par des individus armés;

6)  lorsqu’ils sont appelés a préter assistance a des personnes attaquées et dont la vie,
Pintégrité physique ou les biens sont exposés a un danger considérable et présent;

7 lorsqu’ils ne peuvent défendre autrement, contre une attaque armée ou non, le terrain
qu’ils occupent, les postes, édifices et installations qui leur sont confiés ou qui sont
sous leur garde, ou encore les personnes a eux confiées ou sous leur escorte;

8)  lorsque les personnes sommées de s’arréter par deux appels, faits a haute voix, de
«Halte, police !'», cherchent a se soustraire a leurs investigations ou a ’arrestation, et
ne peuvent étre contraintes de s’arréter que par 1'usage des armes; toutefois, dans ce
cas I'usage des armes n’est justifié que s’il y a des présomptions graves:

a) que les individus en question, identifiés ou non, ont commis un crime, et
notamment s’ils sont poursuivis par la clameur publique;

b)  ou que ces individus sont des personnes recherchées ou dont I’arrestation est
ordonnée par un mandat de justice, pour crime;

c) ou que ces individus sont des prisonniers, détenus ou condamnés évadés, et qui
sont recherchés, inculpés ou condamnés du chef de crime.

Art. 2. Les membres de la police grand-ducale peuvent encore faire usage de leurs armes,

dans les conditions spécifiées a Particle 1°:

1) contre les personnes qui, sans obéir a ’ordre de s’arréter, fuient aprés les avoir
attaqués a main armée, et contre les conducteurs de véhicules pourvus de moteurs
mécaniques qui fuient aprés avoir manceuvré pour mettre leur vie en péril;

2)  pour repousser ceux qui, malgré la sommation de se désister ou de s’¢éloigner, tentent
de leur enlever leurs prisonniers, leurs armes ou les objets saisis en vue de la
confiscation ou a titre de pi¢ces de conviction;

3)  lorsqu’ils ne peuvent immobilier autrement les véhicules, embarcations, aéronefs ou
autres moyens servant au transport d’auteurs présumés d'un crime dont les
conducteurs n’obtempérent pas a I’ordre ou au signal d’arrét, sans préjudice de ce qui

i

&
ki




est porté a Particle 8 ci-apres; lorsqu’un barrage dressé dans le cadre de la recherche
des malfaiteurs a été forcé par un véhicule, et s’il appert des circonstances qu’il I'a été
en connaissance de cause, le feu peut étre ouvert sans sommation;

4)  pour empécher la commission imminente 1’une infraction ou la continuation de cette
infraction, si, d"aprés les circonstances, celle-ci constitue soit un crime, soit un délit
commis a I’aide d"armes ou d’explosifs.

Art. 3. Dans les cas ot il y a rébellion de la part des prisonniers ou tentative d’évasion, et
s’il Iy a pas d’autres moyens de contenir ou de contraindre les révoltés ou les fuyards, le
chef de I’escorte leur enjoint de rentrer dans |'ordre par les mots: «Halte ou je fais feu». Si
cette injonction n’est pas suivie, ’'usage des armes est autorisé.

Si les prisonniers cherchent a s’emparer des armes des membres de I’escorte, ou fuient apres
avoir blessé un membre de celle-ci, les armes peuvent étre employées a I'instant et sans
somimation préalable.

Art. 4. (...)

Art. 5. (..)

Art. 6. Fn cas de transport de fonds ou valeurs publics ou privés, les membres de la force
publique qui forment I’escorte, en exécution des ordres regus, peuvent ouvrir le feu dés
qu’une attaque contre le convoi se manifeste par des actes extérieurs qui en forment un
commencement d’exécution méme s’ils ne sont pas personncliement en état de légitime
défense. Si les assaillants fuient apres s’étre emparés de tout ou partie des valeurs convoyées,
le feu peut étre ouvert sur eux et leurs véhicules sans sommation.

Art. 7. Les prescriptions des articles | 2 4 et 6 s’appliquent également a I'usage des gaz
lacrymogenes et du matériel d’arrosage.

Art. 8. Dans le cadre de leurs opérations de controle et de recherche, les fonctionnaires visés
a I'article 1% opérant d’office ou sur lcs ordres de leurs supérieurs hiérarchiques ou sur la
réquisition de I’autorité judiciaire peuvent immobilier les véhicules de toute nature au moyen
de cables, herses, hérissons, barri¢res, filets et autres engins analogues.

Art. 9. (...)

Art. 10. Lorsque, dans |'exercice de ses fonctions, un membre de la force publique a requ de
son supérieur I'ordre d’employer les armes ou un moyen de contrainte quelconque, cet ordre
est a exécuter, a moins qu’il ne concerne pas I’exécution des fonctions.

L’ ordre ne doit pas étre exécuté, si son exécution constituait un crime ou un délit.
Si, dans ce cas, I’ordre est néanmoins exécuté, I"agent d”exécution n’est responsable que s’il
a connu ou pu connaitre d’apres les circonstances qu’il s’agissait manifestement d’un crime

ou délit.

L’agent d’exécution doit, si les circonstances le lui permettent, faire valoir a 1’égard de
"auteur de I’ordre ses objections en ce qui concemne la Iégalité de I"ordre regu.







